Raju & The
Forty Thieves

A Booklet on Modus
chmmﬁ qf

Financial Fraudsters

Office of the RBI Ombudsman (Mumbai-Il}
Maharashtra And Goa




sl BB Ohimbudsommng Muunbas-10

B P EEEL ST I'L“I’ﬂ, L1

As a part of the Reserve Bank of India’s customer awareness initiatives, in July
20021 this office had published a boolder 'Be(A)ware’ on the modus operandi of
financial fraudsters. Encouraged by the positive response received from members
of the public as well as different institutions, we rake forward the idea of inancial
education, to be more accessible o those who have just begun their journey into
digitnl financial world and are not so well-versed with the nuances of online financial
transactions. This includes people from different ages and educarion levels such
as school children, young adulrs, semi-literates and senior cirizens, irrespecrive of

whether they live in urban, rural or semi urban areas.

Continuing the ‘Be(A)ware’ series, this booklet "Raju and the Forty Thieves' is
a manitestation of our efforts. The bookler is an easily understandable picrorial
depiction of incidents happening around us and helps us to learn how to keep

hard-earned money and ourselves safe from fraudsters.

As the name suggests, ‘Raju and the Forty Thieves' contains forty such stories
providing glimpses of fraudulent events being reported o us and provides simple
rips abour DOs and DON'Ts. Raju is a typical gullible citizen, and, in chese
stories, he appears in different characrers, some time as a senior citizen, some time
as a farmer, somerimes as a happy-go-lucky guy, ew., although with same curly
hair alwavs to identify wich different walks of life.

Let us make ourselves aware of such modus operandi used by fraudsters and educare
those around us to be aware of such financial frauds. The vireless efforts put by the
team of RBI Ombudsman, Mumbai-11, Maharashtra and Goa, 1o spread financial
literacy by preparing such booklets during covid period, is gratefully acknowledged.
The readers are requested to share their feedback and suggestons, if any, to

bomumbaiZ@rbi.org.in.

Be Aware and Beware!
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1. FRAUD THROUGH PHISHING LINKS

Officr of REE Conbodsman, Mumbai <11
htpselfems.rhiorgin/

Ohe day, Baju received message
on his phene! Dear cusfomer, if your KYC
details are nat updated within two days, your
account will be blocked, Lise the below link o
update the details at http://updateKYC.XYZbank com

Roju: "Oht All my money will be blocked;
I need fo update my KYC details.”

Raoju clicked on the |ink, but the link to
update KYC details did not work. Soon, he
gets acall.

W N S ?
 Fraudster: "Hello Sir, I om
. calling from XYZ bank, Are |
; you facing any issues in J 2
| updur:rg ywr KYC details?”

"Yes, the link
is mt wur*kmg

Fraudster: "The website load might
1 be high; I will update the details

manually. Please share your
username, password and OTP."

Bo's:

v Always cross-check the KYC status with your home branch or through your relationship manager when
you receive calls, links or SMS from unknown sources requesting you to update KYC.
v Report the Incident to the nearest Cyber Crime Police Station and National Cyber Crime Reporting

Portal at kttps://eybercrime.gov.in
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Raju "Okay, T have tesxted : “Froudster: "Your KYC
urnu all the details,” [ detnils ore updated
g | SUECESS'FI]”}I'."

After some time, Raju received SMS alerts on his phone stating that
Rs 50,000 was debited from his account.

Raju immediately called the other person, but he didn't answer the calls. Raju realized
that the person was a fraudster and he should not have shared any personal details
with him.

mmmw
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2. VISHING CALLS

One day, Raju received a call,

Fraudster: “Hello Sir, T am

calling from XVZ Bank."

Rojus "Hi, what
is the matter?”

Frowetete “Thic is ragord ag your
insuronoe policy. Your poficy is x
activaied, and you need 1o poy

Rl A0 of o premium ®

" Bnjus Mol T ot haveany |
i wilE YT Bl "

| Froudster: "Sir, it activerted |
as g prometional offer ot a very
low e Bt if youl don't need if, |
I will degctigte it”

Froudster: "5, T om calling you directly from the XvZ Bank

—— - — custemer core. T e all your detods ke Mame, Addeess,
Baju: *T don stard haw pou Cord deteils, DCA. Company Mame ond Desigation *
b —_— )

Reayjur * Oty g0 vell me |

how to deoctivate
the policy?*

» Abways erasz-check with your relationship mahagar or bank branch sbout ony issue before trusting anyone
o OT? ig like-a key to your safe wealth, so always Keep it oway from froudsters.

+ Beport the incident To The nenrest Cyber Crime Palice Station ond Nitional Syber Srime 8eparting Fortal
af hitps /feybercrime.gav.in i
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Fraudster: “T will deactivate it onling frem here. Plegse shore the OTF |
which you will receive now.”

Raje “Yes, I got the
| OTP. Iriz 8556237

A few minutes loter, Boju received o messoge alert,
Re-15000/- is denited fram yeur accaunt.

Raju immediately visited the nearby XYZ branch and enguired about the transaction,
Raju realized his mistake: the call wos from a froudster;
he should not have believed a stranger.

bon't callers claiming 1o be: i b i  ashing for ial
R et i B S

* Never trust strangens i the digital world easiy, and be cautious while anawering calls from
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3. FRAUD USING ONLINE MARKETPLACES

P ju wanted to depoee of dofa-set, He posTed the after pogiing the ncvertisement, there
Wmh*mﬁ&ﬂmm ﬂ :fwmummmm:?m

are far seroed-hind poods. f.lrﬁu!qfun‘f Raju fielt very hoppy hter getting an of fer.

rovdster: "L wall pay online fnn: |
picking up the furmiture *

Raoju: "My account
u::munf number." number is 123xxx67."

" Fraudster:“T il frt send
{Rs 10/- before making the final
:pmmmT ta ue.rlf';-r the account.” §

The fraudster sent Rs10/- to Raju's account and asked for
confirmation for the final payment.

'ﬁ-ﬂJu- “Okay, I got it."
.

2

Dio's:
o Always remember, UPT PIN b5 required only fo moke o poyment and is not required to receive any poyment.
Jﬂlﬂnpmrrﬂu-dilﬂnhrhﬂlmwwwm H-rh'l'lrg npquulﬂ

muﬂlw Erime Palice Stati and Mational (=, Partal at
Y Wi e o el ™ saibiegteudind
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Then the froudster sent a UPT request for receiving o payment of
Rs 14,990/~ instead of paying Raju,

Raju: "It is asking for my FIMN:
s | why should T enter the pin?®

Rajuenfersd the pin immediately,

Froudster: "As per bank rudes, SRR
the PN nesds 1o be entered SN anl his aecount was debited for Reld 990/

for high-walie fronsactions”

Realizing that he was cheated, Raju quickly approaches the bank branch and
registered a complaint on the same day.

Don'ts:
% um:ﬁmaﬂwmﬂmﬂm mmﬁm
X Don't enter the UPT PIN fo receive an amount from another person.
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4. CREDIT CARD ANNUAL FEE
WAIVER- FAKE OFFER

iy, R jul received a-call from an wiknown number,

ik
I am Rohit Kumar from your Bank L (i {\\

customear care. We are happy to
infarm you that your credit card
anrual fee will be waived far
this year as you are anpe of
our most valuable customers.”

Raju: "Ohl
[ That's great news.”

! Froudster: "Mr Baju, Please
confirm a few details before
T can proceed further, Your
i cord number is 42781234 XXX,
I ard your full name is Raju
Deshpande, right?"

12 Sourced.

The frosdster had alneady gathered Raju's cord details from
Alleggtimal :

Froudster: “Mr Roju, now you
willl mecive on OTP, Placse.
share il with us 9o that we

e wowvr the Fee ot eur and ®

s

o« Be coutious while responding To colld from unknown rumbers claiming to be from your bank,

« Repart to your Hamebronch immediotely on realizing the froud,

« Block your card to pravent further finencial loss: _ ’

< Report the incident te the nearest Cyber Crime Palice Station and Maticnal Cyber Crime Reperting Portal at
https:/fcybercrime.gov.in
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Raju reasoned that since the caller already knew his card details, the call must be
genuine. He shared the OTP with the froudster immediately,

Fm-.m'rer ‘I'nm:c youl, Mr ﬁq]u..?'cu* .
annudl Tee is walved off. Hove a grent dayt

The.oall iscontected. Soon, ! .
Wty s i o Raju Immediately called the fraudster, bist his phane wns
dshitad from his credit eard Accaunt. ched off

THE WumESL Yoy pEC
ThIznles To EALE
35 L ToHle= FF

= PLEREE AL |_|1'T5r‘I

Raoju realized the persan was a freudster, and he should nat have shared
the OTP with him,
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5. ATM CARD SKIMMING FRAUD

Rl receved b marthly sakey in hid account, He vigitg an ATHM P s oo el
o i thclemt manes: faor his monéhly experes md;ﬁmmﬂu ?ﬁ%- addi;ﬁw::iffmn
pour pocount, By 12000/« is-debited from your acosant. )

Hoju “This SMS & about o
= trangsction with my ATM cord. Bur
T horee ised it orly orce todoy.”

By jus u thelrmas: thie, meney, and he gets an 585 alert fee
hiz tronsaction

Raju tells his daughter about the SMS alerts.

Daughter: "What wos your
lnst fronsaction, popa?”

Raju: “T had withdrawn

Daughter: “Let me first black your ATM card,
We can easily block it through your Mabile
Banking App.

Daughter: We will also request “‘--:TP'P
your bank to block your bank i
accaunt. 'ﬂ‘l

Dasghter:Alsa, did you share any | = : .
of your bank or ATM card detnils B b
with amyone? Or did you share
your OTF?

Tapl

o Before inltiaT| transactian in the ATM machines, ensure That skimming devices are noT present. Skimming
devices are h frowdsters by oveclapoing them with the card insartion slof,
o hq:nr'r Tht”fmud pat ‘benk within 3 days of the cord cloning incident, Check your transoction histery frequently
oll fronsoct
o hpqrf & Incident w-Hu nearest Cyber Crime Police Station and Mational Cyber Crime Raporting Partal ot
(hitps:dfeybererime gev in)
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Raju: "No, Betal I did not share
any details with amyone.”
y
P

| Daughter: “We must go fo the ATM
| where you withdrew the money."

Daughter- “Look at this, Papal |
There is o skimming device near
the cord insert slat.” |

Raju: "What ig this
skimming device? And
how da ysu recognize

that?"

fisen replicated it counterfair cords

M. .| Doough e “Samming dievice i o cord reader | = i
i that callects cord rumbers which are 2 .
l wied fer iege! ATI cosh withdrewals ¢ (- !

% Dan't give your ATM card To ﬂw.ammmm hnhﬂ'-l‘ s kind of sacial
: m.s'm}:rww&‘ % i % e of sacial
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6. FRAUD USING SCREEN SHARING
APP/REMOTE ACCESS

Fraudster: “Hello Sirt Goad Morning,
I am calling from ABC Gaming
Corporation. We are delighted to
offer you a cash reward for phaying

At first, Raju doubted that the person might be o frosdster and remainesd silent.

Froudster: "Sir, T am on employes of the compary which makes
ondine games, and This is o beta version of the new gome we
have developed. We need feedbock from users before
fnunching The gamie To the public. So, we are mwting
gamers 1o download this oop, play games and ghve us feedboack
for improvement, \We will be giving you Rs 10,000/~
for this.”

{enju T nave suzcessully downisaded

B jut "h Wl T | Theopp What shecdd I daonawt?” |
wigetnoh ||~~~ = h
reward for phrying || || Froudster. S, yo wil 38e0
the game, From ndle for logang info the app.
e mmdﬂm;hﬁ Plense share it with ="
Freester *Sir, T have | ==
shared the link fo
downlsad the app, You
can bog In with the |
| L Tef-O00ROHE ABC com |

thiglibean OTF for | R
{imanciol Pransections™ R

! el pssieord- MMNOPGRS." |

\\{-'uuju' “What? Code? I's .

Do : . . : ] ..
v Verify the authenticity of the offer on the of ficial website of the entity concerned,
« Install antivirus/spom blocking sof fware on your mobile phone.

23 Pt the incident to the Rearsst Cyber Crime Palice Statien and Matianal Cyber Crimae Reporting Pertal
af st/ fcybercrime gov in
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Fraudster: "Oh ne! How can it be, 5ir? You haven't shored 'r'wruccumﬂmrd
details with us. This is just an :r'm':.r D;ldﬂ for the gpening gaime.”

=

Raju: "Gh, that's right -
| ok i the antry coce.” .

wmﬁm&mlwfﬁwrmﬁﬁh Raju thinking that it was just o matter of Rs 10/- tronsferred
madla ond gained access fu his phane. amourt throdgh Met Banking, received debi
read the messages on Raju's mebils and track his keypod. e nm'i':;ﬁ'ﬂfﬂs ;g}.l:i Rsﬁlﬁnahzﬁsmmg,m

Frowlster: “Sirl We would be

gluihg wauy \“\ =
R 10000 for partecipation
but before
that plecse poy RS 10 1o — < Rajie "Oh my Godf How
the-accournt — did this happenl T
. ,‘_::Jh.nve nat shared gy OTR"

‘i"L-':“'\ T i""
g ]

Onee the n:rm-:hm-rfg application was installed, the fraudster had access
to the net banking password entered by Raju for making the payment (of Rs 10.)

Dan'ts:
% bon't downiond any applications over links sent through SMS. ﬁmﬁwiﬂmnrwmwﬂmﬂm

percens,
mmmmm by Mq.ppmuﬂtmr B shared with “'“‘“""T*PWH
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7. SIM SWAP/ SIM CLONING

Fraudster: "Hello Sir,

T am calling from ABC telecom company,
We are offering you o STM card upgrade
for better internet connectivity
and more data"

Froudster: “You must shere
with Ls befic detods
like yeur Aadheer Card number
ond unique 20-digit STM card
number, Therend e, you will
get o fet, T
o activate the offer”

Do's:
« Verify the status of the SIM eard with your Telecom Service Provider when in doubt
instead of believing unknown callers.

~ Report the incident to the nearest Cyber Crime Police Station and National Cyber Crime
Reporting Portal at https://cybercrime.gov.in
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Raju shores the detalls with the caller.

Raju: "What has happened
to my mobile! There is no
network, and I am not able
to make calls,

send messages, ete.”

Fruudster uies the new S0W to ratrieve the userrama |
fior the anking application by wsing agtions ke forge!
LerAome. reset poftword e1e, ond tronefer all fhe
#n his noocunt

After o fow minutes, when Rags recaived emails showing cesh detits from his bk
ncceliet, hechecked hiz bork acenunt balance: Hi peticad Shert somo unduithorized
dehits were mode from his ascount for which no SMSs were received on his regiatered
mahile rmber oz the STM was compromised 4o transfer funds. shap online, ene

L gz:wwmmmmm number and SIM number with unknown callers.
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8. FRAUDS BY COMPROMISING CREDENTIALS
THROUGH SEARCH ENGINES

Bt i Fond uf wastching cricket, o b wos very exiciiedd nboub fhe uneoming crickst match But os spon ag he opened the
Sports App, he pealised that ki subserintion had expired '

Raju thinks: "What is the big deall
The Internet has all the solutions.”

Eoju: "Hellol T want to recharge my
Spoets account.”
-

Do's:

~ Always obtain the contact detalls/customer service number, etc. from the official website
of the service provider only.

o
REPGH-.

rf the incident to the nearest Cyber Crime Police Station and National Cyber Crime
ing Portal at hﬂ]’:\d!ﬁ:}lﬁurﬁmgw,lﬂ fyee
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Fraudster: "You will get the payment link
on your phone now. Please click and make

the payment"

IRCLJI.I' Yes, I got the
payment link, I will
—l pay the ameunt now.”

Clicat

Raju clicked on the fink

mmmmummmmﬂmuw DmﬂfwmﬂrWWNmﬁw Mumwmﬂﬂmﬂ
debéred from his aceount, e A0000 1o-thee Froust

Don'ts:
't ct hone
® E::M“ng'r? mﬁm numbers obtained from web search engines, especially
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9. SCAM THROUGH QR CODE SCAN

Raju registered his old car on an onfine website to szl 1,

Froudster: "Hi, I sow your car
advertisement on the platform. 0
I really liked it, ond T am inferested e
in buying your car”

Fizju! "That's greatl T guess woo wand
1 !R:.M'Elnﬂ-'.lnulml'- to check the oo before buying it
| Wy cor i in excellent
i:mdlhnn.lu.-\.bupng
| orewenr, solom
= sellig This sne. I

| wer't n;',-t_drr;frr. i

Freudster: "Sore. we want to
Inspesct the cor but before that,
T owill pemd you o Teken ameunt

Fruodster: "0k Dot worry,
about the price. Taoman
army personnel, and Tam

| ebout 30 retire in o month

My gam werrts to purdhase o

tar, and ha ig iedigting
o busying this oo onky."

bo's:

Educate yourself about QR codes befare using them.

Report the transaction immediately to your bank,

Keport the incident to the nearest Cyber Crime Police Station and Mational Cyber Crime
Reparting Portal at https://cybercrime.gov.in

Lty
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Ii.nju I'Jh:rr Imllll-::_ré:,mm:.lmm d:lmls Phn.ﬂ:.’l.:ﬁdufnh:ﬂ
| omoynt of Re 10000/~ 1o seal the deal, Yoo ton send the gmount by
REF F.I"ETGG’

B jix ngeven receivesa coll From the Froodeter oftee
16 mimites.

Froudster: “Helle, T called you earfer, |
1 haye bear trying to transfer the

amaunt far the lnst 10 minufes, but |

T unable 12 do sa. Therefore, T will
be sending ‘vou @ QiR code throosgh. |

emoll. Firase scan the U8 code 50 ﬂ'-a'r

Froudsfer
T o ilg Ir.msw‘r'wmumml
| | T T T
I will treasfier the | Figise: *CHany, no problem, |
—

Aol aow, Thank v

| Tgotthe QRoode:
| T il sean iy |

Raiju seans the QR code and recelves a pop-up request for  LUPT PIN,

I hove seanned the QR sode
feut it is asking fer my UFT

Fraudster: "That = correct,
you must enfer your PIN g
o receive the many.” £ Y

Fiaja belhove him ond evterai his UPT PIN. Subsaquinly, his occot oot debrbed with Bs 70000, Rays receved the SMS aler of the dabit:
He: panicked, sa he: tried colieg Tnn froudster, bat his phore wog smtched off by then

Don'ts:
Jlr Hﬂrﬁ-mﬂwmrmm to mwrmmy from onother person. UFIPmﬁrmmdwly

Eirn*r ﬁmhﬁw pﬁﬁm‘t QR mmw&m&f sending.
= sm wuit c or o
payment, not for receiving Money.
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10. IMPERSONATION THROUGH SOCIAL MEDIA

Krighna: "Papa, I bought this far you with my first salary.
A brand-new smartphone.” R
Roju: "Thank you, beta
But I really don't know ko
fouselit. 5

L%

Krishno: "I will teach you ta|
use internet applications.” |

S Anju got oorustomed to usirn social medio; be storted posting

pictares, |iking posts, ﬂrdl‘fﬁuﬂd requests and messages.

LR

Do's!
Verify by calling/meeting the real person before making o payment.
Always check the account details befere making any payment.
Report the incident to the nearest Cyber Crime Police Station and Mational Cyber Crime
Reparting Portal at httpsi//cybercrime gov.in
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JAfter o few doys, Reami met Baju in person

| R "Hi Raoju It's bopn
& lorig Tt "

:Hup: " e you ohay now? What
happened To yeu? What was
The medical amergensy?®

Raju: "Upon your request on social media Ramus: *But I never asked
for the medical emergency, T hod far help nor received
transferred Rs 10000 to you." any money from you."

Fr—,

was genuine, I have

transferred Rs 10000
to o froudster.

i (Oh, I.am duped!)'

mﬂwwmmrm&mmﬁm like mobile number, email id and friend Ihtwrpw to
X Don't accept friend /1 s
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11. JUICE JACKING —STEALING OF DATA
THROUGH CHARGING CABLE

Raju had to feove die toa mncﬁuismr.r'vgrmw.
He realizes that his phone battery is low

—J Raju: "Ch nol My battery got drained,
: and I don't have a charger.”

A frouditer instaliz o chargieg cabe with o virs and licves 1T at ik
tcharging point o o pubibe ploce. Raju hobiced the chorging pont mith the
changing coble and asks'the Frooceer 3 he oom use it

=

L
SQ)s
el

¢

Do's
« Install anti-yirus software on your mobile phone to protect it from unouthorized access.

~ Repart the incident to the nearest Cyber Crime Police Station and Mational Cyber Crime
Reparting Portal at https://cybercrime gov.in
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While charging, the charging cable injects the virus inte
Raju's mobile.

[
..--*""'":3 !

Dhiring the nit i ooy, the froudaler coslured all detels
entered by Raju on hiy mobile ard got hoid of whal bank detoils like
usErmame, passmond etc

Cne: day, Aaju recefves S Ss/emails indicating
urautherized debits in hig savings accour._,
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12. LOTTERY FRAUD

Raju received an audio message stating that he had won an ABC jockpot.

Froudster: "Hi.. I'm Pankaj calling |
from ABC. Congratulations on wrnnlng'
./ the ABC jackpot of Rupees 10 Lakh, |
I have sent you the jockpot details, |
You may contact the number |
mentioned therein to claim the prize i
|

Hurry up”

Excited, Raju called the number in the jackpot message which featured a fake
audio of a Superstar congratulating him on the prize.
He contacted the given number.

Raju; "Hi, this is Raju,
| I wos asked to contact you for
claiming the ABC Jackpot.
Haw shall I claim my jockpot?”

Unaweare of 1his fraudulent nctiity. Raju paid the amount
Nnﬂldh}m brch

Bgjut *Hi, I hmtpudm amorit and sent
you the detoils, When will T get my prize™

Fraldstes "Congrats Rajul You must pay a delvery
fee of Gd 1000 to be chgible fo recerve the prize.
I hove: shored our ocooont dictails on your Message App
mmiber, Flease pay the omount emediately and call me back”

i Froudte '|=I'I.1‘ Fojul

| ‘W have anly a few more
fhepa to complete before you
get the jockpot of Rupees
10 leaih Yeur wall herv ta pay’ 3
o tax fee of Ry 29000 1o
chwm the prize amourt

o ‘ul'criﬁr the message received from unknown numbers before trusting them as members of ony
company or management teom,

Always verify lattery offers with of ficial websites of such events.

Report the incident o the nearest Cyber Crime Police Station and Mational Cyber Grime Reparting
Pertal a1 hitps://cybercrime.gov.in

L5
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Without thinking twice, Raju makes the payment,

Binui "1 have: made
tha peyment,”

Froudster "Thank you, S
You will recaive your prize w:ﬂ--nlr

o days.” |

.Later, he realizes that he was cheated.

Don'ts:
'» Da not make payments without verification, expecting very high returns.
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13. ONLINE JOB FRAUD

Rea jui hadl fast i job recently and ws very sorried, He stortied leching for juts on onfine k5 poricls He updated big resime an
warinos wehistas

One dary, he oot o call from o froodsrer impersorating a person : .
’ E ¥ A Froudster, “Hi, Rau. Dam Henif from the Humor Sesaurce
department of XYE Company. Yeu are selested fona

mancerial (s in our company based on your opobhcotion”

E Fraugster: “Am T folking to Mr Baju?” [ | [, -y e e e e e P T e R et

| Sz Voo Thiank you foi

=fmg ine

canteht

EATIHI

.
A B, "Yes, moy T
know wham I om

1 —| talking to?*

Da's:

~ Verify the authenticity of the company or recruitment agencies before
paying any money. Recruitment agencies generally do not charge
candidates for hiring them,

« Report the incident to the nearest Cyber Crime Police Station and
Mational Cyber Crime Reporting Portal ot https://cybercrime.gov.in
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Fraudster: "Mathing, You meed 1o pay & ahe-Time registration fez of 8
fes 5,000 o8 @ sseurity deposit for tha office loplop. Since (1 5
werk from homes job, wa wll courier you the keptop ™

Froudster: "Thaek you_ Sir, We will s2nd the joining letter
ond laprtop toyoor oddney in 3-4 doys”

Elated with oy, R ju paya R 5 000 14 the desgrated acceunt l

[Raju: "T have paid the

SECURTY depasit,
Moase chaek it

Despfe woiting for severel dove, Rajy did not Peceive oy laptop. e -fried colling om #he rumber, Bub the number wng olways switched off.
He. searched the tampany aame enbine but did nat find orything. Baju eventusly realised that he was defrouded of his hord-sarred moesy.

X bﬁn".l'm anyone under the pretext of a job. A legitimate company will never ask for
poyment from  potential canidate far & o ofer
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14. FAKE ACCOUNT NUMBER

Raju was planning ta buy a family insurance policy for himself and his family. On his way
back hame from the office, he saw a small stall in the nome of ABC Insurance company.

Ruyjie “That iz great
What ore the options
avnilobie?

[ - [}
| Raju “Hello T afm pﬂu'w-lngr
| e Sy am nsirances pabcy |

1 Seles ogant: "Sir, you hove §
4 come to the right place.
¢ We have storted theis outlet
¢ inpublic ploces espacially for 5
lounching rew insuronce
schemes ®

Sofes oguet "Sir, Tho bost
ona fora formly & The
SRIRATSMA plan in which you
will gt 2 lukh cover for
o pramium af REI0000."

+ Sakor cgmet “Sar, we hicst e Han spaciol catert onke for Saam IF pua
e Sy T prry b ot o] gk thae ey ot o SO it
Aol pans e -y wall b S 5 DL

Do's

« Cross-check an organization’s credentials on a known database to see if they are genuine.

~ Always approach registered offices for availing products.

+ Funds are transferred solely based on account number.

v Fraudsters may give a genuine company name but give their own account number,
always verify the account number with the company before making a payment.

~ Report the incident o the nearest Cyber Crime Police Station and National Cyber
Crime Reporting Partal at https://cybercrime.gov.in ' '
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Roju "Ohoy, That's greomt. T sl poy you raght now
Tomast gy through the paymert option on yeur site, Aght®

!.'a:t:ngﬂ'r! “Mo Sir This is a one-time special of fer
¥eud mead fo transfer the anount to thig account
Account humber <12F12312318;
Azcourt Meme: ARC Irsironce Company,
Cur otfice ogent will deiiver the palicy
dscuments 1o your home im Seven days ™

D

Thﬂ--"m #mmm 'H'm the Wﬁﬂ-‘i “We dorlt have amy such outle?, Also, we have o specific poyment

: : i - officio website. We do rof enterta) h
sore. Evncie 10k e i S e e 1
Raiju alled the ABC insurance comperny,

X Do not pay anybody without verifying the authenticity of the company.
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15. FRAUD THROUGH EMAIL

By pens The emoun aremedboe fy withoirt werying The emall 10 A diay later, Bag esiled Ramesh o anqyire about b health,
o pcooemt detaile
HEFEE [T —p—
MIJHE 'f__rf_"'.___—— 1 hape you are fire now *
R-F':I'Hl A

J;:iu. ST L

-
pmpat s AL

pEnF LA k {LIC"“I

Ramesh: “Hello Raju T am fine. How ore you?
VYeu've colled me affer & very bong time.”

Do's:

~ Verify with the person concerned before making any payment based
on the email received.

v Verify the email ID.

+ Report the incident fo the nearest Cyber Crime Police Station and
MNational Cyber Crime Reparting Portal at https://cybercrime.gov.in
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i[tM;_HJ

1By “What ? Yo emaied me pesferday for money
argt 1 travsterred the maney: Don't joks with me

"B hla T iAnT iend sy
: ‘mmmil bu pwu nas-have © ot any
: maney from vau®”

| Fgyd: "But it hod the nome Romesh Bolwo ond Rlomesh: *#y omaoil 15 Ramesh bohroSgmail oo
the mhad Iy Romesh boraBgmail com® Sormeone tricked you by using o similar-leckang name.

(Bn ju weas in shetkl after nowing This. His sot of kindness s him o wetim to s fracdster due o his neqligence
e chould have verrfied the emed B}

& =}

Don'ts:
X Don't make payments on receiving re

similar-looking email ids.
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16. MESSAGE APP BANKING FRAUD

One day, Raju received a call from an unknown number.

Froodster. “Hallo Sir. I om callirg from tha customer core centre of XX4E Bonic We ore lounching
a riaw product, MiddogeApn, T § @ bonking fadilify that prénded 24° T bonking secaces addily
Anieugh your MesioseApp Yiu will slia receie o gl T esucher whien o use (F for the Tirst time

Mlense confirm whether 3**=="549 i3 the mabile menber registered with MessogeApp. *

Bijis opeens hin MesigeApn and See8a waltome messoge fran
Bajpi “Wew! Thet's amazing o mamGer with fh pesvar of X9 Hankas 1y profils pcture sl
e bonk's fooles an |t stafus.

¥ex This ks my
ApssogeApp rarbar

Frowister: "Dy Sir

W' hove already sant
yoin .o welcome message

on MudsogeApp. Flaose check

Frasdster: "Floess: anter thie detoils of vour debit cord for serdficaton
You do rot have o shore the details sath me bat-emter - only on the of ficiol
WedsogeAps it

Do's:
Be cautious while responding to calls from unknown numbers seeking
ur account details. '
'Bg.pnrt to your home branch immediately on realizing the fraud.
Block your account to prevent further financial loss.
+ Report the incident To the nearest Cyber Crime Police Station
and MNational Eyber Crime Reporting Portal at https://cybercrime.gov.in,

b

4
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Froudster: "Sreat Sir. Ploase woit for @ mtes i
I-wall updiote yoor defoils
Wil il recitve an CFTF for o tivting the
MessogoApp bonkng feature
Plmage share fhe OTP"

R X085 tha OTP,
wher will T get the gifs®*

Frougster: “Your MesmmgdApp banhing has Sesm actiwoled
et your will Pecehar your gift wethin Two doys,®

Bt noties @ debit reessnge of R 20000 in his ooomt; Hieimmesiately culls back, but thi phane is sitched off 8l renlizes that fie
Pwas Bt dlupad,

Don'ts:

‘X Don't trust unknown callers offering easy banking services and sending
‘texts through Messaging Apps.

X Dan't share card details and OTP.
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17. FRAUDULENT LOANS WITH
STOLEN DOCUMENTS

Ftu,]uflllwu.p:mrd forms o the itorrat-for nm-hgafn peroanl lao

[l - i

Frougster. “"Helle S, T om Ramesh from X6 E ogercy, B Raju *6 percent oalyl Obny, T need the oo ”

Weore proading persomal loors of an Interest rofe of
% percent per annim *

Dio's:
« Always monitor the end-use of the documents in the transactions,

~ Report the incident to the nearest Cyber Crime Police Station and MNational Cyber Crime
Reporting Portal at https://eybercrime.gov.in
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Raju: &frer o manth, Rojp recsives o betfer infarming him Shached, Raju colls 1he bank to infarm thein That he did nat take
B PO OO0/~ b dum for the loan any loan. Bt The Sonk shows the loan applicetion form filled by him

X Never share your confidential details like the Aadhoar number, PAN number, cheque
ook or cheques with unknown persars.
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18. BETTING SCAM

Raju was excited for the Raju searches for JKL betting groups
latest season of JKL cricket. on the Internet,

The new JKL cricket
seagon is hare

There are mony stories
of easy monay through
betting;

I must try it

Welcome, Mr Raju,

We are glad you
enguired about *T want 1o P!ﬂfﬂ a
the betting. bat for this

How may I help you?" JKL season.”

Fraugster: "First, you need ta register on XYZ betting com
and as o welcome gift you will receive R 5000 -I'-
on your first recharge of minimum Rs 5000, |

Do's: _
» In case scammed by a fake app/website, one should immediately call his/her
bank to block the card/account/UPT service to prevent further transactions,

+ Report the incident to the nearest Cyber Crime Police Station and Mational
Cyber Crime Reporting Portal at https://cybercrime.gov.in
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hitpsiten

ms. ol WA

-gets convinced that this is o big company

ol Raju installs the flashy app
by merely looking at the home sereen

= .' wa

Just poid Rs 5000 as instructed,

When will T receive the additicnal
credit in my wallet?”

f <1 FroudsterYou will receive
; l the credit by tomorrow

"It seams little susmicioes
bt 1 whll wait till marning * |

However, Raju got duped and never
heard from the fraudster again.

X ﬁmﬂdﬂﬁmﬂewﬁmﬂmﬂﬁm
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19. FAKE VACCINATION CALL

One day, Raju received a call from
an unknown number:.

"I am calling from the Local health Centre "Ohl Okay. But we can do

s s ; it through the
We are calling to provide the vaccination COWIN App only, right?”

facility at your home.”

“¥es Sir, but the home voceination facility

"Ma Sir, it 18 free of cost.
is not available on the App. pids,

| & I will verify your address
= : VA = || and you will get reglstered
g for the vaccine.

Please tell me your Aadhoar
Y and PAN card details ”

TAre There ary
extra charges?
Do's:

v Read the entire SMS to read the purpese of OTP,
v Report the incident to the nearest Cyber Crime Police Station
and National Cyber Crime Reporting Portal at https://cybercrime.gov.in,
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"My Aadhar number & 1234455,
and my PAMN card Mumber is adfi234 "

"Thank you, Sir. Please wait,
I am registering your Aadhar ond F'AN card,
you will get a régistration OTP code,

Please share that,”

"Thank you, 5ir. You have successfully
istered for the vaccine,

gﬁg you will get o confirmation soon.

Please share the code when our health

of ficials visit to vaccinate yeou.”

[Raju raceived an
‘SM 5~ your ¥erification code is 1234)

"Wes ITis1234"

The call 91:1: dicconnerted, The fraudster fricked Raju inta sharing his PAMN number

: and OTP far taking a loan of Rs-50 000
STer-20mie e, RONEGOr Y MR ort behalf of Raju. Takirg a loar based on Rajy's
PAN pumber makes Raju liable to pay back the
loan to XYZ Company.

Don'ts:
* Dar't shdre your Audhoar, PAN cord detalls ond OTP with strangers.
F*Aﬂ\chﬂ:i-hnﬂd OTF s used for various financial services including eash withdrawal from bank

ts. Therefore, it m-aannml? impertant to pratect your confidential details like Aadhar
q-d FJ'.N csmﬁ *M¥Mu




20. COVID TESTING- FAKE ONLINE SITE
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"Heilo, T want o book
a Cowid-19 test”

"It will cost Rs 1000 plus home
collection charge af Rs 100
Alsa, you must pay Rs 550

in advance for pre-booki

I will share the poyment link

far pre-bocking with you"

Raju wanted to do the Covid-19 test at home. He searched on the internet for
diagnostic centres that provide home testing facilities.

| "Welcome to ABC Diagnostics

"My address is 25,
ABC Lane, Mumbai,

Maharashtra
What will be the co
for the test?”

As it was urgent for Raju fo get tested, he agread
to pay the advance amount He paid the soid amodnt
using his debit card on the link provided,

De's:

v Always bock any kind of test through registered pathology laboratories anly.
¥ Report the incident to the nearest Cyber Crime Police Station and
National Cyber Crime Reporting Portal at https://cybercrime.gov.in,
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Raju got tensed, and he searched
the helpline number on the

ABC Diagnostics site but

couldn't find it,

Raju eventually
realized he was
defrouded.

i

Den'ts:

X Do not make a payment in advarice when you are doubtful. If anybody asks
for an advance payment,it is a matter of caution
and one should go ahead with those fransactions with requisite precaution.
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21. FRAUDSTERS IN THE PRETEXT OF
RECOVERY AGENTS

| Froudster: "I am recovery agent from
XYZ Bank. It is seen that you have

defaulted repayment of loan dues. T am
@ here to officially seize your vehicle.”

w]
=2 S
) >
. . i ’Za
= ! ey o/
== | ' A8
Raju had baught a motorcycle using a
vehicle loon availed from XYZ Bark,
However, Raju lost his job and was -
struggling to repay the loan EMIs.
Ore doy a froudster disguised as
recovery ogent of XYZ Bank

approached Raju at his residence,

| “Mo Me. This is bank's procedure. You
have around Rs. 20000 dues. You will
have to pay ot least Rs 5000/~ now or
I will have to take the vehicle.”

=
. C‘ZQ g
: a L —
Raju: "Oh no, Please don't seize my R b

vehicle. I have missed last few EMIs
as I had lost my job. T have got a new

job offer at hand and T promise
to repay from next month.”

o

Dwo's:

" Always ensure identification of Recovery Agents before making any payment /
commitment. Check whether agent carries d copy of the recovery notice and the

authorization ketter from the bank along with the identity card issued to him by the bank

or the agency firm. You con alse cross verify with the home bronch over phone.
~" Report the incidence to the nearest Police Station and your home branch,
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After few days another recovery

Fraudster collects money: _
- agent opproaches Raju at his residence:

- —— oy

| e —

"Ohery. T will pay Res 5000/-
raw and remaining i rext few manths,

"Good evening Sir. I am Bon, RecoveryAgent
from XVZ Bank. Please see This recovery
notice 1ssued by bank stating that you have
missed your last three EMIs and bank
may ga forward with seizure of vehicle
You may esther pay directly at the bank ar
hand aver ta me against receipt ”

"Ok=ir, I am doing this as o special
fevour You can collect the receipt
and perding dues position directhy

from the bank branch® I

“That is not possible sir, T am
the qutherised agent for XY Z bank in this
oren, Plense see my ID Card and the
authorization letter from the bark for
recovering dues, Bid you see his ID? Do
vou have any proof of making payment 3"

"How come? I have alreody
paid Rs.5000/-few days
before 1o your agent”

"Oh Noll
I frusted him blindly!®

F —

Dort's
X Never make any cash payments 1o bank/ recovery agents without proper
acknowledgement of receipt.
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22. SOCIAL WELFARE SCHEME FRAUD

One day, Rayu got a call from "I am calling from the agriculture
an rknown number, department. Your account details have not
been updated for the KISAM scheme,
T W T,
o= 1: .} hence your subsidy funds around 12000
Rupees are lying unused with us"
—
———
Call
9999999899
—_—
“What should I do TG, B “You can wisit the website and updaote
update the account? i
on your own, or else_ I will update it if

vl provide me your details®

Dig's:

" Verify the details of any goverrment scheme from your Gram Panchayat ar
Tehsildar office before making ary payment for getting the subsidy.

o Report the incidant to the negrest Cyber Crime Police Station and Mational
Cyber Crime Reparting Portal ot https://oybererime gov.in

43
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“Please update it
from your side ”

"Kindly provide your bank account and
debit card details.”

“Wau wll
FELEIE ar
OTP: please

share 1t fo -‘-‘q—_“—'"h-.._
complete
the process ®

Ra|u pravides the details of his bank account, debit card
and shares the OTP to the froudster

XXX

"Tharks a lot.”

Dor'ts! :
Never believe in such stories of ge _ ver calls,
The eligible beneficiary data is already available with the State Govermment.

The government will provide

A few minutes later, Raju recetved an SMS
from the bark saying ks 25000/-
was debited from his bank account.

—

-nl:-.r"":n auj,

Raju wits cheated uhder The pretext of
registering for o sociol welfore scheme

tting subsidies aver calls,
with the benefits af ter you register yourself at Jan Seva

Kendra of your Tehsildor of ice |n your district or gram panchayat,




23, MULTI-LEVEL MARKETING (MLM) SCAMS

Office of REE Chonbodsmian, Mumbai <11
hitps fems.rbborgin/

Baju's friend Krishna visited him to
explain about o scheme with good
earning potential,

"Hi Rajul T come across a
fantastic opporfunity 1o moke
money with minimal
fime and investment.”

"Is it? Sounds excitingll!
Tell me more about it, I
warnt to know averything.”

“You must buy XY company
products for Rs 20000, end yeu will get
o mobile phone of Rs 10,000/- for free
After you enrol three more people you
will get @ commission of Rs 3 000
pEr persan as you bring more and more
people under the scheme.”

Dors:

o' Stay away from pzople trying to get you nte these kKinds of schemes.

& Verify the authenticity af the Mult Level Morketing scheme, Some of the network morketing
schemes, like Ponri schame, Pyramid scheme etc, are (llegal in Indic under the Direct Selling
e lines. 2018 and the frize Chits and Money Circulafion Schames (Hanning) Act, 1978,

F Fulitely say ro, ever if the proposer of such d scheme b vour friend or relative

" Repart the incident ta the nearest Cyber Crime Police Statior and
Matianal Cyber Crime Reporting Fartal at hitps//oybercrime.goy.in.
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*This 1% a fartastic way to
make money. I dor't have to work
every day as the agerts recruited by
me will be working on my behalf

and I will get commission

on sales made by them "

"Yes, Raju. Therefore, Iam visiting
you, You may join my team as my cgent.”

Raju immediately filled up the form and
agreed fo become o dicect selling agent of
the mulfi-level marketing company

However, sales were dismal and ronexistent,
He could not accomplish the targets set
by the company of recruiting 3 more ogents,

and he lost Rs 20000 as the products
bought by him from the compary also could
rat be sold. He did nat get amy mabile either,

Bon't:

X Do not poy money 1o unknown companies ond enrol in unknown schemes.
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24, WORK FROM HOME SCAM
A froudstar advertisee jobs aver the inferret and Raju is very excited af ter coming
social media with attractive pay for working from across the advertisement and
home, (Earn Rs 1000 per day working from home). elicks on the link to register for

work from home. Raji receives
a coll from a stranger,

“5ir, thank you for registering with our agency,

We heve gone through your CV, and you are selected "Thark yeu. I will fill all the
for the work firom home job, You need to provide your Far'rn:i-:md_srznd you my address
Aadhogr and PAM card details. You will also have 1o proof and PAN cord details.

fill up some forms and sign some documents
as per our compary policy.”

Du's,

Beware of short URLs, information reguested on Google forms from unknown sources.
Look for poor spelling, grammar in emails, SMS, and portals.

Be cautious of the links/furms asking for per<onal information,

Always check the header of emails for verifying the genuineness of the offer or entity,
Report the incldent to the nearest Cyber Crime Police Station and Mational

Cyber Crime Reporting Portal at https://cybercrimegov.in,

CALKS
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"You can start working from Tomorrow. You need fo
upload your wark on the wivw workframhome. com partal
Here is your User ID and password, You also hove
ta provide a security deposit of Rs 100007

Raju makes the payment of Bs 10000
a5 o security deposit to the fraudster,
The job progresses smoothly for o week.
Raju kept receiving regular payments
He got TOOG Rs os remuneration

In'the next week, the agency startad identifying
mistakes: they conselidoted the errors and produced o
bill af R= 1 lakk s compensation 1o the ngency os
per the terms and conditions of the
contract signed by Raju intially.

- - - Hli

Raoju started receiving multiple horossment and
recovery calls from dif ferent numbers in a single daoy.

He got caolis from 'lowyers’, ‘police’
threatenirg legal action
and then, terrified with all this,
Raju poid R= 1 lakh to the fraudster.

Dor'ts)

~ via 2mail to unknawn penple
X Mever sign any onfine agreement

X Never send sersitive, personal, or proprietary information (Aadhoan or Pan card)

before consulting a lawyer.
X Never pay 0 9¢% 0 job, qeruine Firms never ask for deodits
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25. ONLINE SHOPPING FRAUD

One day, Roju received a messoge from an unknown number advertising
mobile phones at a very cheap price. Out of curiosity, Raju'clicks on the link
and was surprised to see smartphones at a 50% discount,

Raju contacted the numbar mentioned on the website.

"Hi. I visited your website ABC,
and I am looking for a new
smartphona."”

"Sir, thank you for showing interest in our
website, Gur compamy gets the phone
directly from the manufacturer,

so you will get the best price

on our website "

“Okl Then I would like to -
purchase a V20 mobile phone.” “Sir, T would |ike you to locok at
this year's best-seller phone,
ie. 520 FE. Sir, this is the
best smartphone in the market, |
If you place the order within one
hour by making full payment, then
you will receive another 50%

amount os cashback after delivery
[

of the mobile phone.”
Do's:

o Always shop from secured websites. It is recommended to make sure the
websites show a tiny lock icon ar 'https', in the checkout browser,
indicating transactions are secure.

« Report the incident to the nearest Cyber Crime Police Station & National
Cyber Crime Reporting Portal ot https://cybercrime gov.in.
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I"ﬂkﬂ?. What is the price of the phone??" *Sir, the current market price of the phone having
P

the same features is more than one lakh,

but we are selling the some for just Rs 50 000/~

You will receive a cashback of Rs 25,000/-*

i, s ".:h“ﬁi b

"Sir, that affer is valid for the next 50 minutes,
ond only a few phones are left in stock
You must place an order immediately and
make payment to avail the af fer”

"Cleay, T will think about the
some and will let you know.”

I:ﬂai‘iu reasoned he con't afford o phone cesting Ra 50000,
but he again thought that he will receive 50% cashback af ten delivery
af the mobile phone, =0 this is an excellent deal for kim)

“Thm's reot zcisia. | Raju m_-“dﬂ the payment
‘Okay, I will immediately Sir. I amgsanding you a ond waited for the delivery
make the payment." link for payment. of the product, But he
Plense moke your payment never received any mebile |

| at the eorliest”

 Don'ts: :

X Never do online shopping from unknown websites. .

3 Never buy anything mm-mun;_gum-ﬁmgmpr%ﬁmqm only by gift cards, money
transfers, efc. as such payments are nearly impossible to traceand”™

X Never pay in advance to unknown sites, as chances of gefting a product are

ﬁaﬂiglgum#pwmﬁthﬂthm. i




26. FRAUD USING PUBLIC WI-FI
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hitps fems.rbborgin/

It was a Sunday. Raju and his family were in the shepping mall. Raju bought some
clothes and groceries and went to the reception to make the poyment.

"Your total bill is Rs 12000, Sir.
How would you like to pay, card

or-cash?"

RECEPTION
=

T will pay online.”

Raju initiated the payment
but there was a network Issue,

"Sir, you can connect to the free

Wi-Fi if your network is
not working.”

"I am facing connectivity
issues during the fransaction,
Can you help me with this?"

Da's:

v One should always use a secured Wi-Fi network.
+ Report the incident to the nearest Cyber Crime Police Station and
National Cyber Crime Reporting Portal at https://cybercrime.gov.in.
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Raju connected to the free Wi-Fi
and completed the transaction.”

"Thank you for ;hfglpping

here, Sirl Raju was happy. His day was spent well,

After some time, he started receiving
SMS alerts from his bank. Rs 14000/~ and
Rs 10000/ -were debited from your
account.' Raju was confused.

The last transaction he made wos Rs 12000/-at the mall, and these transactions
were different. He told his son about the messages,

| E"’Zﬂf '-""dl?s ;hf- |ﬂd5f:j”'ﬂ"5dﬂr—1f“{?” *You used free Wi-Fi for the financial
ad, an ere did you do tha

"\ — Ao i fransaction? That is not safe, Dad. Hack-
x\ @ ﬁ ers use this Wi-Fi fo get access to users

| Wy data and use it for illegal purposes.”
___ﬂ ’--& 7
"I mode the last transaction at the /
shopping mall; T paid The bill online.
My network was not working so I
connected to free Wi-Fi and made
the payment.”

| T

“Really? Twas not II| VI Xhork for he "Oh Bodl X moce | g
ware of that, son."||] financial fransaction, 9 ; piid
|| some hacker got access to What can we
your personal data and used do now?" A
:—jr?srﬁzrﬁrungh orized “We must |'rnn'|_1au:i1'gi'f:.I*yr
from your bank account. Ts: f::;ﬁi“bl::g
That's why you are your accaunt”
getting these messages.” \g
[
’f/{/ {Raju became a victim of

hackers by usm? public
Wi-Fi for financial transoctions )

Don'ts:

X Do ot use public Wi-F,especilly il doig fnancilfransctions Xt is easy fo
hack into a laptop or mabile device that is on a public Wi-Fi connection with no.
protection. Hackers can read your emails. steal passwords and ather credentials,
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27. FAKE ADVERTISEMENTS/OFFERS

" Il Thi '
& BIWALT BUMPER OFFER - I“;g:ﬂ:f.fjﬂiﬁrm
THREE BRANDED and ge:‘g freel Anyways
WATCHES WORTH RS I wanted 1o giw;ra gifts 1'-::'
2500/- FREE FOR EVERY my cousins this Diwali holiday
SINGLE WATCH when I go home! T'd
BOUGHTI! HURRY UP! better call before the offer ends."
LIMITED PERIOD OFFERI

for more details

Please call 23
Ph: 90xxxxxxx99 I,a"e !

"Hi. I came across your

Branded watch offer. "Sirl You are lucky.

Where is your location? We are about to close the offer.
I can come down to your You need not come here,

store for the purchase.” Sir. We will deliver you

the pr‘uduct ﬂT your uddr‘eﬁs

Do's:

 In the case of branded products, verify the advertisements on official websites.

v Far nori-branded product advertisements, make a payment only after a persanal visit
to the shop or on delivery.

~ Report the incident to the nearest Cyber Crime Police Station and Notional Cyber
Crime Reporting Portal at https://cybercrime goviin,
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"That's great! Please send

me pictures of the watches.”

T
X

=

IENIL BN
15

)
¢

"Sure, Sir. T have shared
them already,

I have also shared account
details

for transferring the amount.
You must pay Rs 3000
to confirm the order.
Once payment is successful,
we will deliver the watches
within 3 days. Hurry up, Sir.
The offer ends in
another 30 minutes,

Happy Diwalill®

"Okay, I have shared
my address.

T'll send the money
right away.”

"Oh no! Why haven't they delivered
yetll? Their phones are switched
off. . How do I trace them nowll? I

think T have lost the money!"

Raju indeed lost his money.

Don'ts:

X Don't be misled by tall claims made in advertisements. Check and
verify before. committing your hard-earned money.

X Do not pay any amount unless you rece

ve the product.




28. FAKE LOAN OFFER
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“Hello, Mr Raju. We are calling
from xyzzy Pvt Ltd.
We have introduced a scheme
for farmers in your region.
You have been found eligible
for availing a lean from our
company at a subsidized rate."

Raju is a humble farmer Trying to make both ends meet.
One day, he received a call from a stranger.

"We of fer special loans up
to Rs 5 lakhs at an interest of

Jjust 3%! For availing this lean,
you need to share your bank account
and Aadhaar details for verification.”

"Oh! Okay. That would
be helpful.
What is the of fer?”

"Okay. I will think about the
same and will let you know."

Do's:
v Always check the details of the lender (like their physical address/of ficial
website, etc.) before availing their loans.
~ Report the incident to the nearest Cyber Crime Police Station and National
Cyber Crime Reporting Portal at https://cybercrime.gov.in,
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"Sir, this offer is valid

only for today.

You need to send a
processing fee

of Rs 5000 immediately
to avail of this offer.

I have shared the account

details for transferring
the fee."

“Oh! Is that so?
Then I'll send the
processing fee now.

I will also send the rest
of the details to your
number soon.”

"Okay, Sirll We will update
you on the loan application
within a week! Thank you."

Raju mokes the

after weeks, he does not receive any
response from the company, and the
Aumber from which he received the call

no longer exigts.

T Don't:
X Never make any upfront payment for sanctioning your loan. Banks and
Lr iy shed poke | el b B ma
e e _m. il e

payment. However, even
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29. CREDIT CARD ACTIVATION FRAUD

“Hella, Mr Raju. I am calling
from XY Bank Congratulations on
your new credit cord, Siel"

"As per bank’s policy, I am
calling you to activate your rew credit card
through call, You need to confirm the details of
your card, following which you will receive an
activation code. Upon entering the code, your
card will be activated.”

k=

I"}"ﬁl thanks; T received it.*

= = ﬂ ;

(Ra ju recantly got delivered a XYZ bank
credit card)

Raju (believed the froudster
as he already hod his “Your nome is Raju Deshpande.
credit cord details): Your oddress is Lower Porel, Mumboi 3"
"Okay, Please

activate my card.”

"That's correct.” ||
Da's:

«" Call the bank to block the cord/bank account/UPT services fo prevent further monetary loss.
" Send an email /letter / visit your home branch to report the incidence.
«" Report the incident to the nearest Cyber Crime Police Station and Mational Cyber Crime

Reporting Portal at hitps://cybercrime.gavin




Qifice of BBI Ombudsmimn, Mombai -1

htps:tema.ebloginf

*Your card number “Thanks for the confirmation.
starts with 45, Kindly Kindly canfirm the expiry dote ond card
confirm the number.® verification value [CVV)
written behind the card.”

£

*Sure. T¥'s 4500 1000 1000 1000 ° ]

"Yes, the expiry
date s 01/25 and 111 “Yes, it's 123456,

is the CVV number.” l/

)/

*Thanks for the confirmation. Your T'
card is activated now, and you will ||
receive an SM5 regarding this within |
the next hour. Hove o nice dayl” |
: : 1
*Thanks far the confirmation, Sir Eaju received an SMS from his bank, about
“’“:“5]-* h":“: :F“';‘fd‘;: 5*:{5 for the debit of Rs 1.2 lakhs on his credit card.
inal activation, Kindly confirm
thys idode received on your phine.* Here, Raju was defrauded under the
v pretext of credit card activation,
Don'ts:

§ Mmummhsfwwammﬁmﬂ tion, Credit cards.

¥ va can |
be activoted from your mabile bank W@q&plﬁmm

X Don't shore your.card details/OTP with anyone, bonks never ask for QTR
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30. CREDIT CARD LIMIT UPGRADATION FRAUD

Anather day, Raju received a call from the bank.

Hello, Mr Raju.
I am calling from XYZ Bank.
Congratulations, Sir.

Your credit card is

eligible for a limit upgrade.”

“Oh, thanks.
What will be the new limit2"

"The new limit will be
increased to Rs 5 lakh
from your current limit
of Rs 1 lakh."

—_— ———————

"Oh, that's great!"

Bo's:

v Immediately call the bank to block the card/account/UPT service to prevent further
transactions.

" Send an email Metter / visit your home branch to report the incidence,

« Report the incident to the nearest Cyber Crime Police Station and MNational Cyber
Crime Reporting Fortal at hitps://cybercrime.gov.in.
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"Sir, you'll need to confirm
the free limit upgrade code
which will be delivered to you.
Shall I proceed?”

"Yes, please.

"Thanks for the
confirmation.
Your card limit is
upgraded now,
and you will

“Your card number is
4500 1000 1000 1000,
Yau must have received
an activation code in
S5MS, Please share.

"Yes, it's 123456."

receive an

5SMS regarding
this within the
next 2 hours.
Have a nice day!"

Sometime later, Raju received an SMS from his bank about

debit of Rs 70000 on his credit card.
He was cheated by the fraudster.

Don'ts:

X Don't frust unknown callers far credit card activation / limit

enhancements.

% Don't share yaur card details/OTP with anyone.
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31. SAFE GUARDING YOUR AADHAAR CARD

Orie day, Raju west to his Bonk branch Ta get his Raju submits the required documents.

Aodhaar cord linked with his bank account,

"Please submit the Aadhaar linking form
and photacopy of your Aodhoar card
Alse, show me your eriginal Aadhoar card.®

"I want to link my Aadhaar
card with my bank account.”

*Tell me the QTP you recelved on
yvour registered mobile number.”

"But I did not receive any OTF,
Can you please check the mobile
number linked 1o my bank account?”

"The OTP was sent to your |
registered mobile number * [

“Let me check. The mobile number
linked to your account is 98" *25621."

bo's-
" Verify the mebile number linked with your bank account,
" Check your bank stafements and passbock regularly to identify any suspicious activity.
& [eport the incident to the nearest Cyber Crime Police Station and Mational Cyber
Crime Reporting Portal at htps://cybercrime.gov.in
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"But this is not
my mobile number

“¥ou wisited the
bank last wesk *

*Lost time when T visited the bank to submit
my KYC form, a gentleman in the bank helped
me fill the form and submitted i1 for me.*

“The form you submitfed may
have his mobile number, and your bank account
is linked with that number. He can easily
migiise your bank account, You should have
checked that form before submitting "

I hod no ides about this
I made such a big mistoke
What can I do now?”

“Mlease submit o form for
changing your registered mobile
numbier®
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32. ONLINE FRAUD USING CASHBACK OFFERS

Raju is very active on the internet and always prefers
online shopping as E-commerce websites provide
attractive of fers on their products.

a . ; “Oh really. 50% cashback s
rgng,:\rl L am:calling from huge, Thank you so much...I" “

Sir, we are glad o inform
wou that we are praviding
you with a 50% caskback on your

recent purchase from ABC com.’

"Ok tell
"You are our valuable Okay, so te

customer, Sir." me. When
will the

cashback be
credited to

my account?"

"It won't take much time, Sir.

You need to open the app,

and there will be a pop-up message
regarding the cashback.

Dos-

v Inform your home branch and block your account to prevent further
financial loss, _

v Report the incident to the nearest Cyber Crime Police Station and National
Cyber Crime Reporting Portal at https://cybercrime.gov.in.
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“T've opened my app now. | “That is correct, Sir.

: A We must take your
ATis showitly d payment approval to credit cashback

request of Rs 20,000/- in your account.
to abec.com” So please click on Pay."

“Okay, now it is asking
for my UPT PIN."

"Please enter your PIMN
ag it is just for
verification purposes.”

“Thank yeu, Sir. You will

shortly receive credit
in your aroount”

{The moment Raju entered his UPT PIN, an amount
of Rs 20,000/~ was debited from his account. Raju
tried calling the Froudster but was unable to connect.)

‘Don'ts-

% Dor't believe the caller bii one should verify the company’s official website to
ﬁhﬂkfhummkwuffﬁ*uﬁ# s "

% Don't enter or share UPT PIN for receiving payments as it is required only for
sending payments.




33. DISCOUNT FRAUD

wanted 19 book a holl for his daughrer's
Birt party, 20 he ssarched o the mierne!
for the avalable optiong and erterad details
for ergquiry. Affer o few moments, Rau gat o coll

*Hello, I am speaking from XYZ Hotel
you inquired about bookings
on our website, how can T help you?”

"I wanted o ask about the barguet

hall @t vour hotel I3 it ovailable on rent2®

TWe chr:l'e_rc an af h-'.|-.|r='|- basis
It is R8s 2500 per hour

“Ig |t avallohle on xw-xx-xx date
from B pm, 10 10 pm 3

Dos-

 Always verify the adthenticity of a person/institution of fering any deal or.offer.

 OTP 5MS will have other details like amount / merchant name / beneficiary name
of intended transaction. Always read the OTP SMS alerts thoroughly before use,

« Report the incident to the nearest Cyber Crime Police Stotion and Mafional Cyber
€rime Reporting Portal at httpst//cybercrime.govan.

Ofifice of REL Conbodsmian, Mumbai <11
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Wes: rental o prhicens are
availoble for the banguet hall ®

"What are the chorges?
I want to bock it for
my ameghiers birthday *

"Yes Sir, it i avmlable As a pre-beaking
procese. vou will have Tp-gend me
Ris 1000/ - to generate o faken numbser

T waill come te your
affice for the payment ™
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“There is o 20% discount if you pay
enline through your credit/debit cord ®

| "y T will pay online.”

"Tell ma your 1b-digit card pumbar |
EVV and Expiry dote on the cord ®

The 16-digit mimbar s SEEGAssnAass 4B,
LWV is 256 and expiry date s 117274 "

“You will get an
OTP,; please share it."

The OTF is 4256.°

"Your booking Is confirmed,
S, Youwill shortly receive an SMS5."

After some time, Boju received SMS aleris
on his phone. 'Bs 50,000 wos debited from
your account.aju immediately called the

persan; but he did not answer. Raju realized

the was a froudster, and he should
not have shared ary eard defails with him

Don'ts-

x Dor't share your Credit/Debit card details and OTP with

anyane;
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34. CHARITY FRAUDS

Raju is a Government schocl teacher
He come across o news repart that Actor Manu
was gifting smartphones to government schosl students,

| .. Raju searched on the
;’ . li.‘l‘ internet about the
actor's charity
: ' foundatian
Actor Monu gifts 100 and colled up the
smartphones to Government s
school students ]
| MONU |
charity |
L | Foundaotion |

“Hi Sir. This is his
office’s number,

*Hello, Sir. Is this actor I am his personal
. : e secrefary,
Monu's charity foundation?? How may T hgri'; you?

Dols-

« Always cross-check charity organizotions' credentials on the Goverment website
{databage to see if they are genuine or fake.

v Always be vigilant because the fake website may lock almost identical to o genuine
charity site, changing only the details of where to send donations.

o Scammers often use high-pressure tactics, such as stressing the urgency and using
highly emotive languoge, Always be cautious of anyene claiming that denotions need
to be immediate,

« Report the incident to the nearest Cyber Crime Police Station and Maotional Cyber
Crime Reporting Portal at hitps://cybercrime.gov.in
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“Sir. T am Raju, calling from xxxx
government school. I saw the news
of your charity to the students, Sir,
we have 100 poor students in our
school who cannot af ford laptops /
smartphones. Can you please help us,
Sirt?

"Oh yes! Thank you so much

for reaching out fo us on
behalf of poor children,

I assure you of help.”

"Ckay, Please share your address.
We will send you 100 smartphones.
However, you will have to poy a
token registrotion charge of

Rs 50,000/~ taday itself for us
to send the phones,

The phones will bz delivered ina
week, and we will refund the
registration fee after delivery.”

"Okay, Sir. Tl send
you the registration
fee right away. Please
share your account
details.”

Raju transferred the funds, but he later came to know that no
such mobile phones were donated to government school students.
Raju realised that he had been duped by fraudsters under the

pretext of charity.

‘Don'ts-
‘without verification.

X Don't call on a random number basy

X Don't send money upfront without verifying the
authenticity/genuineness of the claim.




35. OVERDRAFT AGAINST FD

Raju i a serdor crtipen, who had recenthy
retired from his fob and received & lorge sum
of superannuotian money, which he wartad te

invest. COre day Raju received o coll frem

Somacng, w‘tnn?hg fo be the employeed ogent
of araputed bark, advertisng a rew soheme
wrth ahigh interest rate

FIOOX M IG3T
L

.

"Helk! Arg Yiu Sure I wall geta %
irterest rote? Becouse ro bark 8
grving more than © L& interest ”

N | |

Office of REL Conbodsmian, Mumbai <11
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"Yeg 5 this i1 a special scheme
for a limited period anly *

"5, our bonk will send o
representuative bo your home since
WO are g Sentor it iFen”

Raju: "Okay, T will visit the
bank mrd apen o Fixed depasit '
 — e — =

Raju: "M, I can't hond over
Y maney 1o on whknown persar

Cheek all documents before signing.
Prefer visiting the bank branch or performing transactions over internet banking
with the assistance of known person.
" Report the incident ta the nearest Cyber Crime Police Station or Mational Cyber
Crime Reporting Portal hitps://cybercrime.gov.in in cose of cybercrimes.
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"Sir, there is no reed 1o hond over any money,
You just need to give a crossed chegue T will
ensure that your maney is rot withdrgwn by cosh
crd deposited only in the fixed deposit occount |

The freudster visits Raju's home to
colleet the chegque and Tokes signatures
on dif ferent forms, which Raoju

does not check before signing.

After o day, the fraudster visits the branch
a5 a representotive of Fejuand deposits the
cheque for creating o fixed deposit, Howeyer,
/ ke gave foke fixed deposit receipta to Raju
“Okay. Tell him \ i and kept the original ones with himself.
collect the cheque.” \

The fraudster poses ag a representative of

After o day, Roju gof an SMS5 regarding
Raju and uses the pverdraft form signed by an overdraft issued againgt the FLr and upan
Raju, which has froudster’s aseount visiting the branck, he wos shocked to know
rumber for credit of the averdrafr that the FD receipt he hod recelved was foke

Dorits:

X Do nat hand over important documents/cheques to unknown person.
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36. FRAUDS USING MALICIOUS APPLICATION

One day, Raju received a message seeking his willingness
to do freelance work. As Raju was unemployed,
he immediately dialled the number mentioned in the SMS5.

*Hi, I received an SMS (This is very easy, even my
regarding freelance work. kid can do it.)
What is the work profile?” "Okay, I am interested.”

- After downloading the opplication, Raju started working.
The wark seemed genuing; however, he did not know that the
froudster was abserving all his activities on his laptep.

Ower time, the fraudster was able fo gat all the
secure credentiols from Roju's device
thraugh his application. Unaware of the malafide intentian,
Raju cantinues fo use the application. The fraudster was also
able to get the OTP sent an Raju's email since
the fraudster got cecess to his email.

Do's:

« Verify the authenticity of the offer on the official website of the concerned
entity offering jobs.

+ Report the incident to the nearest Cyber Crime Police Station and Mational Cyber
Crime Reporting Portal at https://cybercrime.gov.in®
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After a few days, Raju received SMS5 alerts stating

Rs 50,000 was debited from his account Raju had

no clue how his account was compromised or money
was debited,

After investigation, it was found that his device
contained a malicious application, observing all his
activities and the passwords were being skimmed.

Don'ts:

X Do not download any application through links sent via SMS, email o
instant messaging applications, especially from strangers, without
verifying its authenticity.
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37. ILLEGAL LOAN FINANCING APPS WITH EXORBITANT
INTEREST RATES AND HARASSMENT TACTICS

Raju and Remu were best friends One day,
Baju met Rame and tald himabout his fancial problems,

Rojw: "L reed money
wrgently! what
should T da?"

.:_fi\

Hamu “Mo reed 1o paric |

my friend Many mabile apps ||
offer immediate loans without
afy decumant arf decurity

Raju "Oh, that's great] Quick marey
without any documentsl Mat déven The
credit dcore i being checked, T will

immediately take a kban of Re HO00S

ABc
App

Diownloading

Raju downloads a mobile app without verifying whether the entity providing loan is
registered one. He gets Rs. 5000/- in his Bank account within no time.
Do's-

« Becautious while downloading any app and providing the app permission to occess data from
your mobile phone.

W Always check 1he registration status of the company/MBFC whase application is baing used
to provide loan and Terms and conditions before availing loan from that NBFC at
https://vaww. rbi orgin/Scripts/BS_MNBFECList ospe.

»" Report the incident o the nearest Cyber Crime Police Station and Mational Cyber Crima
Reperting Portal at hitps://cybercrimegov.in®
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Withim T deys, B ju storted reoziving

calti for fepiyment of Rs TA0D/- "I was urder The impression That
Royustill had rot orranged money to repay The old T will renay my loar amaurt alang with
lpar and gets shocked by the demard namingl ieterest charges, bt this app 4
of Bs TG0/ - a8 repayment for the Rs B000/- loan charging exorbitari mterest and mary
Raju appecoached arather friend, Laxmen ather n...hur'lillrﬁ What shall T do raw>*

Ohl Did you verify whether
the entity is reqistered with RBI
or hove any other valid registration?
Else, they would not be covered under
any rules, ond you are bound to pay
as per the agrésment only .ﬁ.|i.|:;|':|r$
check whether the finance
campary (MBFC) is
registered / licensed by RBL

Don'ts:

X Be cautious and don't take loan if any mobile app is providing @ quick loan
without checking any document and credit score, and always check the
interest rate charged.
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38. CARD CLONING AT MERCHANT OUTLETS

Ore day, Raju went to a restaurant along with
his friend for lunch, He called the waiter.

"How can T
"Welcome, Sir. help you, sir?"

Please have a seat."

"Could I see your
mend card?”

Raju ordered food and enjoyed
the meal with his friends.

"Sure, sir. = —
This iz our menu card.” I Plzase get the bill. l

) ,

Da's:
o Always hide your pin number while transacting through
debit/credit card:
Change the PIMN at periodic intervals.
Always ask merchants/dealers to swipe the card in your presence;
+ Report the incident fo the nearest Cyber Crime Police
Station and National Cyber Crime Reporting Portal at
https://cybercrime gov.in.”

LS
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"Sure, sir. We have a POS
Machine, please give

“5ir, the bill me your card.”
amount is ks 2000."

@ "Can I pay by
A
-

card?”

Tzl

[Waiter took the card, walked away from Raju and
swiped the card in a skimmer when Raju was not
paying attention.)

"5ir, please provide
the PIN for the card.”

Later, the skimmed details of the card were given to a fraudster
wha cloned the card with all the card details and used those
detalls to siphon of f money from Raju's account.

Dan't:
X bo not share your credit card/Debit card PIN with anyone:
X Do not let credit and debit cards out of your sight.
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KNOWN PERSON/FAMILY/RELATIVES

Raju is .o very friendly and helpful person,
but he is ignorant when it comes to
pratecting his financial credentials or
bark details. One day Raju received a call
from his friend Keshav,

"There i3 an exciting of fer on xy2
e-commerce website, It requires a creditcard
izsued by abc bonk You are using this cord
Can you send me the details of your credit
card over phone? T will pay you later®

"Hella, Raju
Are you free to talk?”

"Okay T will send the
details of my card”

Raju's friends always use his cards to
avail discounts offered by e-commerce

Raju shared a photo of his websites, and he often sends his
credit card with his friend. card details to his friends over the phone.
Do's:

v Report the incident to the nearest Cyber Crime Police Station and
National Cyber Crime Reporting Portal at https://cybercrimegov.in.”

v Change the PIN at periodic intervals.
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After o marth, Raju received an
SMS on his mobile mimber and was
unoble to figure out where the card wos used

Raju registered o complaint with
the bank. The bank further informed
him that the disputed fransactions
were dong at an online merchant site

Raju realised that he himself had never dope
ary payment at the snline site, but ke had
shared his card details with s friends.
Roju immediately contacted all his friends,
birt-everyore informed him that
they did not da the tronsection

Keshav: "Raju, just a few days bock,
I lost my mebile phane, and my phone
has your card details. I am afraid
That could have led to these transactions.”

“Ohl Keshav, you should have
tald me about this incident, T would
have tlocked the card. I should rot kove
shared my card details over the phone.” i

i 1t e recplunt ol Foskrt Fraiotives T oy
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40. PAYMENT SPOOFING APPLICATIONS.

Raju is a friendly retal shop awner. He was sitting at his
shop when a eustomer came and purchased something.

"Wes here is the
code Please
scan ond pay.”

“Can I moke the
payment via the XYZ
opplication by scanning
the QR code
of your shop?*

Do's:

" Always check/eonfirm transactions by checking your bank account wheneves
a transaction 13 done through WPL

«" Report the incident To the nearest Cyber Crime Police Station
and Rotional Cyber Crime &eporting Portal af ht1ps://cybarcrime.gov.in
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The customer scanned the code under o fake XYZ app.
He gererated o fake payment intimation/screenshot
and showed it to Raju.
Fraudster: "The payment is done.”

“Okay
Thank yauw,*

{on seeing the sereenshot of The fraudster)

At the end of the day, Raju cross-checked his
shop account for recanciliation and fourd that | |°
one payment was nat yet recetved in his a
occount. hMow he realized that he was
duped by showing o foke screenshot.

;

)

o

O

On this spoofing, Raju cannat even
complain 1o The bark ar give a fraud repart,
as theactual fund transfer never hoppened, and
Raoju does not have any details of the custemer,

Don't:
X Don't conclude financial transaction without actual receipt of fund.
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