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Dear Customers,

Awareness is the key to prevent cyber frauds

As the world continuas to digitize and becomea more linked, cyber security has become a serious
issua for everyona.

A eyber-attack [s any attempt to gain unauthorized access to a computer, computing system or
computer network with the intent to cause damage. Cyber-attacks aim to disable, disrupt,
destroy, or control computer systems or to alter, block, delete, manipulate, or steal the data held
within thase systerms.

Cyber criminals launch mast cyber-attacks, especially those against tha individuals/commercial
entities, for financial gain. These attacks often aim to steal sensitive data, such as customer
credit card numbers or employee personal information, which the cybercriminals then use to
access monay or goods using the victhms' identities.

The most papular type of cyber-attacks, known as social engineering attacks, take advantage of
social interactions to get access to important data. Deception is at the heart of all social
engineering attacks. Cvber thieves deceive and influence their victims into performing specific
acte, such as clreumventing s=curity maasuras or axposing sansitive information. Similarly,
accepting attachments from unknown senders, clicking on links in phishing emails, and using
weak passwords are just a few examples of how an individual's actions can cause vulnerabilities
that even the strongest cyber security systems cannot prevent, because the wictim
himself/herself allows the attacker to enter the system.

There is no guaranteed way for any organization to prevent a cyber-attack, but there are
numerous cybersecurity best practices that organizations can follow to reduce the risk. Reducing
the risk of a cyber-attack relles on using a combination of skilled security professlonals,
processes, and technology. With cyber-threats increasing significantly, cybersecurity awareness
i5 vital to keeping your workforce and business safe online,

The effective cybersecurity measures necessitate that every individual and every user of digital
applications/platforms be aware of cyber security dangers and best practices to follow for safe
use of IT and digital platforms. This booklet is designed to teach you the fundamentals of cyber
security, the cyber frauds that take placs, as well as tha recommended practices for conducting
secure digital transactions. | am confident that the booklet will assist you In better understanding
cyber threats and guide you on a safe and sacure digital journey with Stata Bank of India.

Be a cyber aware customer.
With Best Wishes,
S. Srinivasa Rao
17 May 2023 Dy. Managing Director & Chief Risk Officer
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Introduction to Cybersecurity

Cybersecurity refers to the safequarding of electronic
infrastructure, including servers, data, computers, mobile
devices, and networks, from malicious attacks. The key to
cybersecurity is implementing adequate measures to ensure
online and digital safety, protecting against fraud and
unauthorised access by hackers.
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19 out of 20 cyber frauds will not take place at all,
if human error is eliminated entirely.

In the context of cyber security, human error refers to unintended
action(s) or lack of action(s) by users that may resultin a cyber
incident, Studies suggest that as much as 95% of such incidents are
attributable to human error. If it were possible to completely
eliminate human error, approximately 19 out of every 20 cyber
breaches could be prevented.

Let us strive to reduce human error & create a holistic defence
against cyber crime. Stay alert and #SafeWithSBI
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Some common human errors committed by users
are:

» Downloading mobile apps on the advice of unknown
person(s).

» Clicking on unknown links sent by SMS or Email.

¥» Sharing of financial details such as Card No./PIN/CVV/OTP
with others on emails/calls/SMS/social media.

» Granting permission to mobile applications like access to
gallery, messages, contacts, maps etc. which may not be
required for the functioning of the app.

» Connecting devices to unauthorised public Wi-Fi networks
for performing digital transactions.

» Using weak or easily guessable passwords and not
changing them frequently.
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[T RETURN
FRAUD

IT return fraud is prevalent and
cybercriminals send bulk SMSs asking
users to submit an application for
initiation of an income tax refund.

These messages contain a link that
redirects users to a webpage that looks
very similar to the official income tax
e-filing website.

TR0 g
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Personal
information

» Full Name

» PAN

» Aadhaar Number
» PIN Code

» Address

» Mobile Number
» Email Address
» Gender



Banking
information

» Account Number

» IFSC Code

» Credit Card Number
» Expiry Date

» CwV

» PIN Number

n

After submitting crucial data,
users are asked to install an app
to receive money. The malicious
app asks for device admin rights
& other permissions like reading
email messages, call logs, etc.,
taking complete control of the
user's device. With these details
& control over mobile, they
execute fraudulent transactions
through your account.

>

Always validate such SMSs before responding to them. Visit the
official IT return website by typing the URL.
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[LLEGAL LOAN APPS S(AM

In recent years, a surge has been observed in financial fraud involving
illegal and unregulated digital loan applications offering loans at a higher
rate of interest. From 928 in 2021 to 3,471 in 2022, cases of fraud and
extortion through apps offering small loans have been received by the
Mumbai Cyber Crime Branch.

FRAUDSTERS TARGET PEOPLE FROM LOW OR
MEDIUM-INCOME GROUPS WHO:

RAVE LOWER CREDIT SCORES, POOR CREDIT, HEAVY DEBT,
LESS KNOWLEDGE OF FINANCE AND TECHNOLDGY.

THEY ARE OFFERED SMALL AMOUNTS (10,000 - 30,000 AS LOAN

~“ INFORMATION SECURITY
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» After downloading the app, users are prompted to fill out an application
form seeking confidential details like PAN, Aadhaar number, bank
account details, etc.

» These apps also ask for access to the microphone, photo gallery, mail,
and contacts.

» Once the victim's information is collected and the loan is disbursed
without clear-cut terms & conditions and listed fees, the app operator
threatens to make the victim's confidential data public if repayment of
the loan is delayed or missed.

Always check whether these loan apps are affiliated with any bank or
NBFC before providing any confidential information.

N /8

il ) e

Allow X¥T Loan app to access
photos. media. and files on
your dEvie 7
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KC SCAM THROUGH FAKE App
DOWNLOAD

Scammers send bulk SM5s to people in the name of KYC updation and
create a sense of urgency by stating that "Your account will be blocked”.
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» Due to fear of the account getting blocked, the victim navigates to
http:#/newbankapp.com/sbbapp.apk to download the APK file.

» Once the APK file is downloaded on the victim's phone, the app
requests permission to access

» Messages &Emails  » Contact directory
» Calllogs » Other personal information

P The fake app asks for your personal details like
» Aadhaar  » Login ID & Password

} Y » OTP, etc.

As the malicious app looks like the genuine one, the victim submits all the
information and falls prey to such frauds.

Always download the banking apps from trusted official stores such as
App Store, Play Store after understanding the functionality of these
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KYC SCAM THROUGH FAKE WEBSITE

Cybercriminals send fake messages to multiple users asking them to
update their KYC details immediately in order to avoid their bank account
getting blocked.

» The victim reacts to this SMS immediately and clicks on the malicious
link to update KYC details.

» The victim gets redirected to a fake website that looks very similar to
a genuine bank’'s website,

» The victim enters the correct login credentials which are used by
fraudsters to get access to the victim's net banking account and
hence, the OTP is generated.

[ " -

x \ P Victim enters the OTP and
fraudsters get access to the
+018429722485 . victim's account which they
misuse to siphon off the
money.

Dear User, Afc will be blocked today.
Update pancard for KYC. Verlfy account
login with Metbanking. click to downlaad

ki Verify the sender details of

the SMS and validate the URL
before responding to such
SMSs.

hittp:ifinewbankapp.comisbbapp.apk

< INFORMATION SECURITY
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LLECTRICITY BILL FRAUD

Many users receive an SMS from a random number regarding the
disconnection of power supply.

» Due to genuine fear and a sense of urgency, people call the mentioned
number. The receiver impersonates an electricity department official
who tricks the victim to trust the person.

» The fraudster typically asks the potential victim to download an app for
making the due payment.

» Once the app is downloaded, the victim is asked to share the passcode
to verify the app and tells the victim to proceed with the payment of
dues immediately.

)The victim, unaware of the
scam, makes the payment
without realizing that their
mobile screen is being
recorded by the fraudster

+818429722485

Dwar Consumer Yiur Elctricity powr

using the screen-sharing app ofab s i
: g % LEEatl o FIGIY ofRce, Dasalfe your
which the victim must have pravieus menth ill was not updited
Flamsa irmmisdstaly o et
downloaded. +81123456758 Thank you

» The fraudster misuses the
sensitive information to access
the wictim's account and
siphons off all the money.

Do not download any app on
the advice of any stranger.
Think before you act.

SBI “ INFORMATION SECURITY
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UPT COLLECT
REQUEST SCAM

Warning message

WARNING!
Fake UPI



UPT COLLECT REQUEST SCAM

Cybercriminals create fake “collect requests” and send it to many users
asking them to accept the "collect request” to receive money from them.

» When the victim accepts the
fraudster's collect request
and submits the UPI PIN,
money is debited from the
victim's account.

» UPI collect request is sent to
the victim for payment of a
R~ A specified amount. The
1,000 victim does not receive any
— money by accepting the
“collect request”.

Mrange

Always remember UPIPIN is
not required to receive
money. Do not accept UPI
collect requests from
unknown sources.
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UPT QR CODE SCAM

Fraudsters target people who list their products for sale on online
websites like OLX, eBay, etc. Fraudsters call the sellers and agree to buy
the product as per the listed price.

» To gain the victim's trust, the

fraudster sends a minimum Sean This Cade

token amount and then sends T
the QR code to receive the E-_. E
remaining money. m oy

N "

» The victim, unaware of the

scam, scans the QR code and

submits the UPI PIN thinking

they will receive the money, but

instead, money is debited from
their account.

23800

code and submits the UPI PIN, ¥3800 deducted from

» Once the victim scans the QR

our account
the account gets debited. .

Always remember QR code is
scanned to make a payment
and not to receive any
payment.

oy INFORMATION SECURITY
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FAKE CUSTOMER CARE/ CONTACT
CENTER SCAM

Cybercriminals create fake pages for customer care / contact center
details pretending to be a genuine organization. The fake page displays
the mobile number of fraudsters as contact center details.

When any person searches the customer care details on Google, the
fraudster's details are displayed. When the number is dialed, the fraudster
tricks the victim to trust them and do as they instruct.

The fraudster asks the victim to

) Share personal details

» Share banking details

» To download a remote access app

The victim downloads the app, unaware that the fraudster has access to
the screen. The fraudster misuses these details, executes the fraud and
steals the victim's money.

Always visit the official website for customer care or contact details.
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The fraudster is working on developing a website and ensuring

that the customer care number created by her is ranked on top
of search results.

Fraudster: "This is perfect, no one will
be able to suspect this is a fake
number.”

Rajat recaives a parcal, but it [s not what ha ordered and hance
etarts finding the custormer cars number anling.

Rajat: "Oh ne! This is not what | ordered.
Let me call the customer care number
and get a refund.”

b i —
< INFORMATION SECURITY
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Rajat starts searching for the customer care
number and finds it. He clicks on the first
number that shows up and asks for the

return & refund to be initiated.

Rajat: "Hello! | received a
parcel and it is not what |

— ordered. Please initiate the
process for return and
refund.”

Thea fraudater is hapsy to recaive & ¢all from tha trap she has set.
Sha now knows how to COR this man.

Fraudster: "l am sorry sir that you faced an
Igsue with the parcel. | will definitely halp with
booking your return and initiate the refund. |
have shared an 5MS to your registered mobile
number. Please click on the link and download
the app.”

-~
< INFORMATION SECURITY
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Rajat Is happy to hear that his problem
will be resolved and he will be able to get.
the monay back.

Rajat: "Yes, | have received an
SMS and | will download the

app.”

Dear Customer,
Your return has bosn requested,
click on the Ank to dewnluad the

and Inltiate the process.
Expires in 48hrs.

Rajat starts
downloading the app

ABC Bank

_0 “

Downloaded

< INFORMATION SECURITY
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The fraudster is thrilled to get him to download
the app, She is now just one step away from
Izoting him of his savings.

Fraudster: "That's great! Please
open the app and share the ID
visible on the app to complete the
verification.”

Being unaware about the features
of the app, Rajat shares the desk
1D with the caller.

Rajat: "Sure, the desk ID
816 X0 00"

Your Addvess

|a|a15:1?23n |

Snded groEEg

‘ Remote Address
\7 »
su OSBl () BepRRvienT
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The fraudster now sends another SMS that shows
that the refund amount has been credited to Rajat.

Fraudster: “Thank you for sharing the
ID sir, we have initiated the refund,
kindly check your bank account to
confirm that you have received the
refund.”

Rajat receives an SMS about money being credited to
his bank account.

Rajat: "Yes, | have received
an SMS"

94567HHXAX

Dear Customer,
Your account has been crdited

with Rs.5000.00 on 05-03-23.
If not done by you, call our
customer helpline number.

SBI “ INFORMATION SECURITY
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After receiving the message, Rajat now opens his bank
app te check if the payment has been credited.

Rajat logs into his account without realising the
screensharing app is still running on his device.

<y INFORMATION SECURITY
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With the remote access app working in the background, the fraudster gets
access to Rajat’s bank account and initiates withdrawing money.

Fraudster: “Oh, let me
check again.”

BZ-SEIINE

Friday, Mar 5 - B30 P

Dear Customer, Your 8/c na.
EXXXHHHNIE11 05 dabited for
Rs.10000.00 on 03-03-23 and afc
H0I01 credited (IMPS Ref
no 306216527122). f not done by
wou, call 1800111109-5B]

Friclay, Mar 5 - 850 P

Draar Customer, Your afc no.
HREHXX3611 Is debited fior
Rs.20000.00 on 03-03-23 and afc
XXXXXHXF01 cradited (IMPS Ref
no 306216527188, If not dene by
you, call 180011110%-5B1

Fridarg. Mar 3 - B30 P

Dear Customer, Your a/c no.

HOOOO(IE]L is debited for

Rs5.15000.00 on 03-03-23 and afo

KNXKXKXI0L credited (IMPS Ref

na 306216527220). If not done by
34 SBI . INFORMATION SECURITY you, call 1800111105-5BI
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How remote access scam can be avoided:

1. Never search Customer Care Number online. Always
vigit the official website and look for the Customer Care
Number. For SEl Customer Care Number you can visit
https://shi.co.in

2. To raceive a refund, wea never have to download any
kind of app or share information like login details, OTP or
PIN with anyone. Always remember that an authentic
provider will directly transfar the refund amount to the
account through which the transaction was done
previously.

3. Before downloading any app always check if the app is
from & ganuins provider by going through Its reviews,
number of downloads and always read the “About this
app” page to understand the functionality of the app.

4, Turn off or Disable “Allow Installation of apps from
gources other than the “Play Store or App Store” option
under Settings - Security.

5. Beware of persons asking you to download any apps, as

such spps may help them accass your devics.
6. If you suspect that your device is behaving abnormally,

immediately disconnect your device from the internet

and restart the device.

Stay Alert & #SafeWithSBI

< INFORMATION SECURITY
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The fraudster is working diligently and creating a fake
version of the lending app. They know that this is just the
first step in their plan to scam unsuspecting victims.

With the fake app ready, the fraudster knows that many people will be
unaware of the difference between a fake and a real bank app. They will be
tempted to download the fake bank app, thinking that it is legitimate.

Fraudster: "Ha! This will be the perfect way to
steal people's money!”
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The fraudster sends out fake SM5s, pretending to be the bank and urging
people to download the app. They know that many people will fall for the
trick.

Fraudster: Perfect! This is going to fool so
many people. Time to upload it and start
sending out those SMSs

Many unsuspacting victims recsive the SMS meassage with a fake link and
believe that it is a legitimate inessage from their bank. They click on the
link to download the app, thinking it will improve their banking
experience.

SBI “ INFORMATION SECURITY
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Isha is seen sitting at her desk, working on her computer
when her phone buzzes with an incoming message.

Isha receives an SM5 from her bank regarding a new online banking app.
However, she starts to doubt its authenticity.

+918429722485

Dear User,
Your Bank has launched a new app for

online banking. Earn cashback, rewards,
points and much morel

Click on hittpa/feranw. newd

-_ki to download the app now!

< INFORMATION SECURITY
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Isha looks at the message suspicioushy.

Isha: "Hmm, this looks like a suspicious SMS."

+918429722485 -

Dear User,

Your Bank has launched a new app for
online banking. Earn cashback, rewards,
points and much more!

Click on hitt P Jiwman f'E.:E:l p.co.in
to download the app nowl

Isha decides to investigate further and looks carefully at the
SMS received.

Isha: "First let me check the sender’s details to
understand if the message is from a verified
+218429722485 ~ source.

SBl never sends 5MS from a phone number or
any random shortcode such as SGCLEC,
SGMREY etc. It comes from a shortcode
containing 5Bl or SB, ex: SEYONO, CBSSEI,
SBISD, SBIENK, SBIIMB, SBIPSG

Dear User,

Your Bank has launched a new app for
online banking. Earn cashback, rewards,
points and much moreal

Cllck on http:/fwww.newXYZapp.co.in
ta download the app nowl

< INFORMATION SECURITY
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Isha decides to investigate further and looks carefully at the
SMS recelved.

Isha: "Ah, thereit is! That's a fake link. SBI

never sends any unsalicited link to download

+918429722485 anapp via SMS."

It's important to download apps only fram

Dear User, s R

Your Bank has launched a new app for i ety i

online banking. Earn cashback, rewards, Isha goes to the official app store and

points and much more! downloads the legitimate 5Bl banking app.
Click on http:/'www.newXY Zapp.coin to

download the app nowl

+ Always download bank agﬂs from verified sources such as Google Play Store / Apple App Store. Do
not download apps from third-party websitas or app stores.

+ Be cautious of unsolicited 5M5 or emails that claim to ba from your bank and ask you to download a
new app or click on alink.

« Verify the authenticity of the message by checking the shortcode and contacting your bank,

+ Do not share your login credentials or personal information with anyone, even if they claim to be
from your bank.

« Regularly monitor your bank accounts and transactions to detect any unauthorized activity.
+ Report any suspicious activity or transactions to your bank immediately.

« Remember, it s always better to be safe than sorry. Be cautious of any messages or emails that ask
you to download an app or share personal information.

Stay Alert & #SafeWithSBI

< INFORMATION SECURITY
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WHAT 1S SOCTAL ENGINEERING!

Social engineering is the use of psychological manipulation to influence
individuals or groups into divulging sensitive, private or financial
information.

7 THRE OF SOCIAL ENGINEERING ATTACKS

[ ]
Attackers trick victims by
making them click on a -

malicious link or
downloading a file AR, Scammers offer
contalning mabware via i it s, something enticing to
text, email or social media. - 01 the victim like free
it music download or gift
. Phishing .. card to lure them Into
.. Scams "_«’“ clicking on a melicious
23 link or download &
02 rnaliciows file.

The attacker creates a P 3 s
scenario where the victim 475 Baiting - ;—J
feels compelled to comply i ""‘;;‘u‘ E’
under false pretenes. 4 N T

e . Scarnmers gain v&‘

45 U 3 N confidentialor V.
; i Pretexting . private information
i . by targeting specific
el . people within an
ol 04 . organization.
An attack used to gain .,»*

physical access to an
unauthorized location. it is
achieved by following an
authorized user into the

Spear i
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HOW SCAMMERS USE EMOTIONS TO TRICK/MANTPULATE YOU:

Curiosity Fear Empathy
Creating a sense of Creating a sense of Using empathy to
curiosity by fear by pressuring establish a
enticing the victim the victim into connection with the
taking immediate victim and gain
action their trust
i I

————

Urgency Familiarity Authority
Craating a sense Pratending to be Pratending to be
of lirgency SOMmeocns you know somecneina
position of
authority

g —

HOW TO PREVENT SOCTAL ENGINEERING ATTACKS

» Refrain from clicking on any suspicious links or downloading any

unknown files.

» Use two-factor authentication to protect your account from scammers
trying to gain access.

P Keep all software, including operating systems, browsers and plugins
up to date with the latest patches and security updates.

) Limit access to sensitive information to only those who require it to
perform their job duties.

» Establish clear and concise security policies and guidelines for
employees to follow.

¥ Educate yourself and stay up to date with all the recent types of attacks
taking place.

s QSBI () BRRARTHERT
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THINGS T0 REMEMBER WHEN
USING INTERNET BANKING

Keep your login credentials safe: Your internet banking login credentials
li.e. usernameand password) are sensitive information that should not be shared
with anyone.

Use secure Internet connections: Always use a secure internet connection when
accessing your internet banking account and check for HTTPS Secure Connection.

Don't save login credentials: Avoid saving your login credentials on a public
computer or in your browser, as this can be a security risk.

Logout properiy: Always logout of your Internet banking account properly,
and don't simply close the browser window.,

. INFORMATION SECURITY
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HOW TO ACCESS THE INTERNET
BANKING PORTAL SECURELY

STEP 1:

Go to the Online SBI official page

STEP 2:

Check Ifthe webshe is secure by
clicking on the padiock and verifying
that the certificate balongs to
"STATE BANK OF INDIA [IN]*

and iz valid

e INFORMATION SECURITY
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HOW TO ACCESS THE INTERNET
BANKING PORTAL SECURELY

058l

ONLINE

. Pk § Serwees

Logirt b v el

aiid

STEP 4:

Using 2 factor authentication
and anter the OTP recalived on
registered mobile number to login

Points to remember:

Keep a strong and unique login password

having combination of alphabets, numbers &
special characters.

Mewver share your login credentials with anyone.
MNewver share the OTP to login with anyone as it
would grant them access your internat banking.
If you receive SM5 for OTP to login withouwt you
initiating the access to your INE, instantly change
the IMB passward and inform your bank.

STEP 3:

Login to your SBI bank account
by entering your usar [0,
password and capicha

< BPSBIINB

Dear Customer, OTP to login to SBI
Internetl banking({Personal) is
65015844, Do not share with
anyane. -SBI

< INFORMATION SECURITY
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SECURLTY FEATURES THAT CAN BE
ENABLED TO EXPERTENCE SECURE
DIGITAL BANKING

) Bank provides you various online banking platforms such as ATM Cards, UPI,
Intarnet banking channels, ete. to perform digital transactions

) Thera are security features provided by bank that should be enabled to
experience secure digital banking

ATM Card Security:

ATM cards can be used to withdraw money from ATM machines, to carry out transactlons
at POS machines and to perform e-commerce transactions

) There are various functionality provided by Bank to secure the ATM cards from

fraudulent transactions or reduce the exposure of loss.

Let us understand how can we enable
these features:

‘e’
Gy <

Al

(=)
(ﬂﬂ'

‘B

49 (SBI () BEPARTMENT

\



SET ATM CARD LIMIT

By setting a daily limit on your ATM card, vou can limit the amount of
money that can be withdrawn from your account in case your card is
lost or stolen. This can prevent unauthorized access to your
funds and minimize the risk of financial losses.

STEP 1:

Under E Services go to ATM Card
Limit / Channel / Usage Change

STEP 2:

Select sccount number and then
salect Change Limit from the
Dropdown menu

SBI “ INFORMATION SECURITY
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SET ATM CARD LIMIT

We can set the limit of ATM cards at ATM machines, POS & CNP (Card
not present i.e., e-commerce} transaction to reduce the amount of
loss in case the ATM card & PIN is lost ar stolen.

AL L] slwvass AT Card Beves  &TW Ll Usenge

STEP 3:

Selact the option ATM Limit
and then click on Submit

T b T

Taw larvam

STEP 4:

Set new ATM Limit and than
click on Submit

< INFORMATION SECURITY
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SET POS/CNP LIMIT

Twmomm  eleews 5 Cned lereses | STH Lk Cungs
AW Lag , e T Esen eme [Likge

o . STEP 5:

Select the option POS/CNP Limit
and then click on Submit

STEP 6:

Set new POS/CNP Limit and

than click on Submit Sl = Rt §SERHESM RSt 2, A
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ENABLE / DISABLE INTERNATIONAL
USAGE OF ATM CARD

International transactions can also be performed through ATM card without any
second factor authentication such PIN ar OTP. Hence, it is recommended to keep
international transaction on your ATM card disabled to prevent any fraudulent
transactions in case the cardis lost or stolen.

STEP 1:

Go back to the dropdown menu
and select Change Usage Type

STEP 2:

Select International Usage
and click Submit

L]
i e - vl AT S B & Ve e STEP 3 L]

Select whether you want to disable
or enable International Transactions
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53 SBI DEPARTMENT



ENABLE / DISABLE NEC
USAGE OF ATM CARD

MNFC Is a facility provided to make transaction of up to Rs. 5000/- dally without
entering the ATM PIN. If NFC transactions are not performed by you, it is
recommended to disable the NFC usage on your card. If your card is lost and MFC is
enabled, anyone can perform MFC transaction of Rs. 5000/~ daily.

o ) o o ¢

b | Wiy His Fapainenm limpsgaii & e agisn E]

r

STEP 1:

Wimp e e | eBerviges | AT Carll Senyloes | ATHA Limd QEangn

Go back to Usage Type
and Select NFC Usage

ATH Ewrtl LimsUC nanmeiiisage &hangs

Saiect Lnags Typs

Carran Blatus
& Ermbie b
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STEP 2:

Select whether you want to

dizable or anable NFC Transactions
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BLOCK ATM CARD

If you suspect any fraudulent transaction through ATM card or If your ATM card Is
lost, you should immediately block your ATM Card through following ways:

\O/ e
Go to the Internet Banking You can also block ATM
Portal and block your ATM card through the nearest
Card throughthe portal. SBl branch
Process shown on
next page

03

N

You can also block your
ATM card by calling on
these helpline number:
1800111109, 1800 2100,
18001234

<y INFORMATION SECURITY
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BLOCK ATM CARD

o s b Hler ——— e ¢ e

STEP 1:

Go to the 8-5 @s and under
ATM Card Ser click on
Block ATM Card

STEP 2:

Select Account Mumber
and click on Continue

STEP 3:

Salect ATM Card Mumber and

type of Blocking and click on
Submit

< INFORMATION SECURITY
56 SBI DEPARTMENT

The b 4.



UPT PLATFORM

0 UPI Iz & banking facility provided by default to every
customar to perform easy and convenient banking
transfers to persons and any merchants.

VPA (Virtual payment identifier),
registered mobile number or account numbers.

UPI transactions can be performed using 2

03 UP| payments can also be done through GR scans.

In case you suspects any fraudulant transactions
through UPI channels, yvou should immedlately 4
dizable the UPI Platfarm.

You can disable the UPI Platform account by
05 gelng te the Internet Banking Portal shown
in tha next psge.

You can alsa black your UPI channel en yaur account
by calling on these helpline numbers: 1800111105, 0 6
18002100, 1800 1234,

s7 0SBl () DEPARTMENT
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ENABLE / DISABLE UPI

If you notice any unauthorized transactions or suspect that your UPI
account has been compromised, disabling your UPI bank account can
help prevent further losses and protect your funds.

STEP 1:

Go to the option Enable / Disabie
Accounts for UP| from the Profile
Page

2 o o =] |

- Tegmeiery B F ] ey T ET B s g - Taa

STEP 2:

Select whether you want to Enable

Fyms mew -y [ EREE P b Himmlum | Ehalde Arianls e LIFT

b | Dipatsls &0 asats for L

| v e |

or Disable Account for UPI

O e L. 1]
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SAFE L0GOUT

Always logout from your INB account after performing the banking
activities to prevent any unauthorlzed access to your account. Click on
the LOGOUT Button on top right corner to safely
logout from your SBl Bank Account.

Always remember you should not save your Internet Banking login
credentials on your browsers as it will allow other person having access
to your devices to access your INB account.
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DOWNLOAD AND LOGIN
SBL YONO Apr

STEP 1: STEP 2:

Dawnload YOMO 5BI App only Tap on LOGIN Tab to go
froim officlal stores like Play Store to your account

or App Store and check the

organization name to validate the app

TOMNO S8 Banking &

WiEW Bl AMTE

EmcH Py
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DOWNLOAD AND LOGIN
SBL YONO Ape

STEP 3: STEP 4:

Enter vour Username and If MPIM has been enabled, use &
Password to LOGIN unlgue and strong MPIN

Mever share your MPIN and
password with anyone

<y INFORMATION SECURITY
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SET ATM/DEBIT CARD LIMIT

STEP 1: STEP 2:

Tap on the 3 Lines on top left Go to ATM f DEBIT Card Option
corner and go to Service Requests
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SET ATM/DEBIT CARD LIMIT

If your deblt card Is lost or stolen, a lower withdrawal limit can help
reduce the amount of money that can be taken from your account by
limiting the amount that can be withdrawn from an ATM.

This can minimize the impact of any unauthorized transactions.

STEP 3: STEP 4:

Click on Manage Limit Option Selact Account, Card Number and
Set ATM/Credit Card Limit

Yyono osa ;

MAMAGE DEMT CAR RLASLEGE I[H AR

hiinage Laage

. [,14,.--,..
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MANAGE TRANSACTIONS

STEP 1: STEP 2:

Tap on the 3 Lines on top left Go to ATM f DEBIT Card Option
corner and go to Service Requests

<y INFORMATION SECURITY
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SET ATM/DEBIT CARD LTMIT

If your deblt card Is lost or stolen, a lower withdrawal limit can help
reduce the amount of money that can be taken from your account by
limiting the amount that can be withdrawn from an ATM.

This can minimize the impact of any unauthorized transactions.

STEP 1: STEP 2:

Select your Account and the Card Select whether you want to Enable
for which vou want to manage or Disable ATM/ Debit Card
transactions Transactlons

MMargge Limas

B
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DISABLE OR ENABLE POS AND
E-COMMERCE TRANSACTIONS

STEP 1: STEP 2:

Select whether you want to Enable Select whether you want to Enable
or Disable POS Transactions or Disable E-Commerce Transactions

<y INFORMATION SECURITY
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DISABLE OR ENABLE INTERNATIONAL
AND NEC TRANSACTIONS

International transactions can also be performed through ATM card without any
second factor authentication such PIN or OTP. Hence, it is recommended to keep
international transaction on your ATM card disabled to prevent any fraudulent
transactions in case the card is lost or stolen.

MNFC Is a facility provided to make transaction of up to Rs. 5000/~ dally without
entering the ATM PIN. If NFC transactions are not performed by you, It s
recommended to disable the NFC usage on your card. If your card is lost and NFC is
enabled, anyone can perform MFC transaction of Rs, 5000/ daily.

STEP 1: STEP 2:

Salect whether you want to disable or Select whether you want to Enable
enable |International Transactions orF Disable Contactless [NFC)
Transactions

YONo Sl

MANAGE DERIT CART R TE DESIT

Manais Unode
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ACTIVATE SMS ALERT

SMS alerts can help you identify suspicious activity on your account. If you receive
an SMS alert for a transaction that you did not make or authorize, you can
immediately contact your bank to report the incident.

STEP 1: STEP 2:

From Service Request go to Block Select Account and Click on Activate.
ATM/Debit Card Also set the Credit/Debit Parameters
for 5M5 Alert
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MOBILE BANKING

Let us understand how can we enable the secure
functionality through YONO 5BI.

Bank provides you
mobile banking services
through YONQ SBI

You can also enable the
security features for
your ATM cards, UPI etc,
through YONO S5BI
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HOW T0 BLOCK ATM/DEBIT CARD

You should block your ATM card immediately if you suspect that your card has
been lost, stolen, or compromised in any way.

If you suspect any fraudulent transaction through ATM Card or your ATM Card
is lost, you should immediately block your ATM Card through following ways:

} Go to the Moblle } You can also block } You canalso block your ATH
Barking App and ATM Card through Card by calling on these
Block your ATM Card the nearest SEBI helpline numbers:
through the App. branch. 1800111105, 1800 2100,
Process shown on 1800 1234,
naxt page.

STEP 1: STEP 2:

From Service Request go to Block Select Accaunt , Card Number
ATM/Debit Card and Type of Block{ Temporary
ar Permanent )

< INFORMATION SECURITY
71 SBI DEPARTMENT

The b 4.



UPL PLATFORM

UPlis a banking facility provided by default to every customers to perform
easy and convenient banking transfers to persons and any merchants.

UFl transactlons can be performed using VPA {Virtual payment idantifiar},
registered mobile number or account numbers.

LP] payments can also be done through GR scans.

In case you suspects any fraudulent transactions through UPI channels,
you should immediately disable the UF] Platform.

You can disable the UP| Platform account by geing to SE1 YONO App
shown in the next page.

You can alzo black your UP] channel on your account by calling on these
helpling number: 1800111109, 1800 2100,1800 1234,
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UPL ENABLE / DISABLE

STEP 1: STEP 2:

From Service Reguest go Click on Disable/Enable
to Account UPl Aceount
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UPT ENABLE / DISABLE

STEP 3:

Select the Account Mumber and
then Ch e whether you want to
Disable or Enable UP| Account

A AL 0
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SBI
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SAFE LOGOUT

Always logout from your
YOMO SBl account after
performing the banking
activities to prevent any
unauthorized access to
your account. Click on the
Power Button on top
Right corner to safely
logout from your 5Bl Bank
Account.

"y INFORMATIOMN SECURITY
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Always remember you
should not save your
Mabile Banking login
credentials on your
browsers as it will allow
other person having
access to your devices to
access your YONO SEB|
account.



Golden Hour reporting refers to the practice of promptly
reporting a cyber fraud incident to the relevant authorities
or organizations within the first hour of detection.
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» Report fraud on Cyber Crime Helpline Number 1930
immediately or register complaint with National Cyber
Crime Reporting portal https://cybercrime.gov.in/

» Register complaint of unauthorized transactions through
SBI portal https://bank.sbi/web/customer-care/ or report
to nearest SBl branch

» For blocking of Account/Debit card to stop further
unauthorized transactions please call SBl's 24X7 helpline
number 18001234, 18002100
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